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Abstract Themain problemon asynchronousystemss the impossibility of a
process/objedb distinguisha slow process/objedrom crashedr disconnected
ones.This resultcomesfrom theindeterminismnin the communicatiordelayme-
asurementsDespiteof this, failure detectorabstractioris animportantbuilding
block to solve mary problemsJike membershi@mndconsensuprotocols.Unfor-
tunately the indeterminismturnshardthe taskof tuning a timeout-basedailure
detectoron thesesystems.

Thiswork proposesnew self-tunedailuredetectorWe areworkingonanadap-
tive timeoutmechanisnthatusestheinter-arrival timeshistory concepto dyna-
mically determinethe mostadequatduning of the timeoutperiod usedby the
failure detectoralgorithm.
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1 Introduction

In the lastfew years,the interestin dependablédreliable and available)
distributedapplicationds increasingmainly on the Internet.Unfortuna-
tely, thedesignandthe implementatiorof suchapplicationsoveranun-
reliableasynchronousistributedsystemis not atrivial task. Thereason
is theimpossibility of distinguishinga slow process/objedrom crashed
or disconnectedneg[6]. As aconsequencensuringthe correctstateof
adistributedapplicationis achallenge.

An importantbuilding block that helpsthe resolutionof the impos-
sibility problemis the unreliablefailure detectorabstractiori2], specifi-
ed by completenesandaccurag propertie$. This abstractioris useful
for solving fundamentaproblemslike membershipand consensus-or
example groupmembershigervicesanuseafailuredetectomoduleto
discover which membersare suspecteaf failure. Thus,suspectinghat
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! Roughlyspeakingcompletenesgequiresthata failure detectoreventuallysuspectsvery pro-
cesghatactuallycrasheswhile accurag restrictsthe mistalesthatafailuredetectorcanmale.



amemberis on failure resultsin the executionof the groupmembership
agreemenprotocol. By this way, eitherthe suspecteanemberwill be
removedfrom thegroupor it will remainin thegroupwith all suspicions
removed.On the otherhand,althoughmary algorithms,asmembership
and consensusare designedo toleratesomefailure detectormistales,
thewrong suspicionof somecorrectmembergecrease¢he performan-
ceof thesealgorithmsandmustbe avoided.

To ensurehealgorithmtermination despiteof unboundedommuni-
cationdelays mostof failuredetectorimplementationsisesomekind of
timelimit (timeout), althoughit canmake mistales.An adequatéimeout
canreducethe sideeffect of thetimeoutbasedailure detectorapproach,
I.e.,theoccurrencef wrongsuspicions.

Two basicapproacheso tunethe timeoutperiod of the failure de-
tectorsappearat literature: one carry out a tuning basedon a careful
analysisof the systemenvironment (off-line setting)[12][13] and, the
other adaptinghetimeoutaccordingo thesystembehaior (atruntime)
[10][9][8][3]. Ourwork aimsatto explorethe secondone.

Thefollowing stratgiesmay appeatin the secondapproach(A) set
the timeoutusingthe first approachand, at runtime, to increaset by a
constan& wheneerawrongsuspicioris detected10]; (B) setthetime-
outtakinginto accounthe communicatiordelaysuppliedby a commu-
nicationtime indicator (CTI) module[9][8]; and(C) setthe timeoutta-
king into accountheexpectedarrival time of thenext heartbeaimessage,
given by an estimatorfrom the heartbeaprobabilisticoehaior (EHPB)
module[3].

On strategy A, the timeout never decreasesConsequentlyafter a
long time, the timeoutgenerallyturns continuouslybig andthe time to
detecta failure becomegreater The B andC stratgyiesarebetterthen
A, sinceit adaptgqincreasingor decreasing)hetimeoutaccordingo the
communicatiorbehaior. Onstrategy B, the CTI moduleworksby analy-
zing, all thetime, the currentoperatingsystemandthe network load,and
on stratgly C the EHPB moduleworks by computingthe next expected
arrival time from lastn arrival timesof the heartbeatsConsideringthe
systembehaior asanergodicproces$, stratgy B workswell in relative
stablesystems.

2 By definition ([11] section9.2.2),a stochastigprocesse(t) is saidto be an ergodic processf
thetime averageof asinglerecordis approximatelyequalto the ensemblewverage.



This papempresentafirst draft of aself-tunedfailuredetectordesign
basedn anadaptve timeoutmechanismThis approachallows usto in-
crease/decreadhe timeoutperiodasneededThe stratgy usedin this
work setsthe next timeoutto the expectedinter-arrival time by taking
into accountan ergodic behaior. It differsfrom stratey C by working
with the inter-arrival time betweentwo consecutie heartbeamessages
insteadof using arrival times. Besidesto predictthe next timeout, the
estimatorof the next inter-arrival time is computedby the adaptabléi-
meoutmechanisnthatusesthe second-ordemoving averageprediction
method([7] section3.3).

Thepaperis organizedasfollows: theadaptve timeoutmechanisnis
describedn section2; the basicself-tunedfailure detectoralgorithmis
presentedn section3; andfinally somepartialconclusionsarepresented
on sectior4.

2 TheAdaptable Timeout M echanism

Consideitwo hostsin theasynchronousetwork anda process/objeds-
sociatedo eachof them.If thetwo processeexchangeheartbeamessa-
ges,wheneer aheartbeamessagéhbM sg) is recevedby oneof them,
the following stepsare doneby the adaptabldgimeout mechanisn(see
the algorithmon figure 1): (a) the differencebetweenthe arrival recep-
tion time of the last two messagess storedin the last position of the
samplevector(line 2) andthe lastmessagarrival time is updatedline
3); (b) thesamplemean(simplemoving average)s computedandstored
in thelastpositionof theaveragesrector(line 4); (c) thedoublemoving
averages computedline 5); and(d) the next inter-arrival time estimator
(ET) is setto 2. Mean|oldest] — & (line 6).

Note thatthe new timeout(basedon the next inter-arrival time esti-
mator)canincreaseor decreas@ccordingto moving meanvariation.Of
coursenew adjustmentsnayberequiredio accommodatextratime dif-
ferencesandminimize thenumberof thewrong suspicionf thefailure
detector Theseadjustmentganbe includedby additionalparametern
ET expressior(line 6). At thepresenmomenttheprobabilisticanalysis
andthe searchfor additionalparameterareobjectsof study



1 Upon receive(hbM sg) do:

Sample|oldest] < hbM sgRecTime — hbM sgLast RecTime;
hbM sgLastRecTime <— hbM sgRecTime;

Averageloldest] < ~ 3", Sampleli];

@ % >m, Averagelil;

ET « 2.Averageloldest] — &;
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Figure 1: Adaptabletimeoutmechanism.

The statistictheoryshaws ([1] section7.1)thatif we consideralarge
randomsample(greaterthan30), any probability distribution associated
to inter-arrival times (randomvariable computedby algorithm)canbe
approximatedo anormaldistribution. Thus,the simplemeanusedhere,
basedon parameter: (line 4 in figure 1), is anunbiasedestimatorto the
expectedmean.A similar approachcanbe usedto setthe m parameter
(line 5 in figure 1), wherel < m < n. To achiese the besttimeout
estimatoy the m parametemustbe setto a value that minimizesthe
moving meanvariation.

3 Sdf-tuned Failure Detector

Accordingto Felberand Guerraoui[5], the failure detectorscanbe re-
presenteddy first-classobjects.Thereare two basic stratgies for im-
plementingthem: push (basedon heartbeat messagesand pull (based
on are you alive? messagesMoreover, thesetwo stratgiescanalsobe
combinedto obtain new failure detectorstratgjies. However, indepen-
dentfrom thestratayy, if we areconsideringhe Internetervironment,to
setsometimeoutaccordingo the network topologyandthecommunica-
tion patternis a difficult taskbecause¢heseparametersrecontinuously
changing.In our work, we have chosenthe pushstratey to shov how
an adaptabldimeoutmechanisntanbe used,but otherfailure detector
strat@giescould have beenused.

The pushfailure detectorstratagy [5] is basedon two temporalrefe-
rencesthe heartbeatnterval (¢;,) andthe timeoutto receve a message
(tzmeout). The basicalgorithmis: (a) at every ¢, time units, eachob-
jectq broadcasta hb M sg messagéeo every othermonitoredobject;(b)
if otherobjectp hasrecevedan hbM sg messagdérom ¢ by atimeout,
thenp re-startghe timeout associatedo ¢; (c) if otherobjectp hasnot



recevedan hbM sg messagdérom g for sometimeout, thenp addsg to
its suspectist (Suspect List,). Notethatthe basicalgorithmneitherspe-
cifiesif anobjectcanrecover after beingaddedin the SuspectLisnor
specifiesf thetimeoutis variable.

By consideringthat links may delay or loose messageswe have
adaptedthe basic push specificationfor our ervironment. From basic
pushalgorithm, our failure detectoraddsthe following rule: if an ob-
ject p recevesa hbM sg messagdrom anotherobjectq thatit already
suspectsp removesq from the suspectist andsetits timeoutperiodto
thenext inter-arrival time estimatedy theadaptabléimeoutmechanism.
The new self-tunedfailure detectoralgorithmis shown in figure 2.

Note that whenever an objectp recevesa hbM sg messagdrom ¢,
first of all it verifiesif ¢ is eitherin its suspectist or not. Notealsothatgq
broadcast&bM sg messagesntil it really crashesThis propertyensures
its futurerecovery by thefailure detector

For every member p:
(Taskl)
1 doforever
2 for eachty,:
3 broadcast(hbMsg, G);
(Task?2)
upon receive(hbMsg, q) do
if ¢ € SuspectList, than
SuspectList, < SuspectList, — g,
timeouty <— ET;
upon timeout do
SuspectList, < SuspectList, + g,
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Figure 2: Self-tunedfailure detector

4 Conclusion

The solutionproposedn this paperworks by dynamicallytuningthe ti-
meoutperiodof the failure detector Thus, it is betterappliedwhenthe
communicatiortimeis not previously boundedandalsopresentyariati-
onsalongthetime, asoccurson Internetervironment.



Although the solution doesnot avoid neitherwrong suspicionsnor
the possibility of unstablebehaior (successie suspicions)ijts probabi-
listic natureallow usto reducethe probability of thewrongsuspicionsn
mostof thetime, increasingheaccurag of thefailure detector
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