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Abstract Themainproblemon asynchronoussystemsis the impossibilityof a
process/objectto distinguisha slow process/objectfrom crashedor disconnected
ones.This resultcomesfrom theindeterminismin thecommunicationdelayme-
asurements.Despiteof this, failuredetectorabstractionis an importantbuilding
block to solvemany problems,likemembershipandconsensusprotocols.Unfor-
tunately, the indeterminismturnshardthe taskof tuninga timeout-basedfailure
detectoron thesesystems.
Thiswork proposesanew self-tunedfailuredetector. Weareworkingonanadap-
tive timeoutmechanismthatusestheinter-arrival timeshistoryconceptto dyna-
mically determinethe mostadequatetuning of the timeoutperiodusedby the
failuredetectoralgorithm.
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1 Introduction

In the last few years,the interestin dependable(reliableandavailable)
distributedapplicationsis increasing,mainly on theInternet.Unfortuna-
tely, thedesignandtheimplementationof suchapplicationsoveranun-
reliableasynchronousdistributedsystemis not a trivial task.Thereason
is theimpossibilityof distinguishingaslow process/objectfrom crashed
or disconnectedones[6]. As aconsequence,ensuringthecorrectstateof
adistributedapplicationis achallenge.

An importantbuilding block that helpsthe resolutionof the impos-
sibility problemis theunreliablefailuredetectorabstraction[2], specifi-
edby completenessandaccuracy properties1. This abstractionis useful
for solving fundamentalproblemslike membershipandconsensus.For
example,groupmembershipservicescanuseafailuredetectormoduleto
discover which membersaresuspectedof failure.Thus,suspectingthat�
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1 Roughlyspeaking,completenessrequiresthata failuredetectoreventuallysuspectseverypro-

cessthatactuallycrashes,while accuracy restrictsthemistakesthatafailuredetectorcanmake.



a memberis on failureresultsin theexecutionof thegroupmembership
agreementprotocol.By this way, either the suspectedmemberwill be
removedfrom thegroupor it will remainin thegroupwith all suspicions
removed.On theotherhand,althoughmany algorithms,asmembership
andconsensus,aredesignedto toleratesomefailure detectormistakes,
thewrongsuspicionsof somecorrectmembersdecreasetheperforman-
ceof thesealgorithmsandmustbeavoided.

To ensurethealgorithmtermination,despiteof unboundedcommuni-
cationdelays,mostof failuredetectorimplementationsusesomekind of
timelimit (timeout), althoughit canmakemistakes.An adequatetimeout
canreducethesideeffectof thetimeoutbasedfailuredetectorapproach,
i.e., theoccurrenceof wrongsuspicions.

Two basicapproachesto tunethe timeoutperiodof the failure de-
tectorsappearat literature:one carry out a tuning basedon a careful
analysisof the systemenvironment(off-line setting)[12][13] and, the
other, adaptingthetimeoutaccordingto thesystembehavior (at runtime)
[10][9][8][3]. Our work aimsat to explorethesecondone.

Thefollowing strategiesmayappearin thesecondapproach:(A) set
the timeoutusingthe first approachand,at runtime,to increaseit by a
constant

�
wheneverawrongsuspicionis detected[10]; (B) setthetime-

out takinginto accountthecommunicationdelaysuppliedby a commu-
nicationtime indicator(CTI) module[9][8]; and(C) setthe timeoutta-
king into accounttheexpectedarrival timeof thenext heartbeatmessage,
givenby anestimatorfrom theheartbeatprobabilisticbehavior (EHPB)
module[3].

On strategy A, the timeout never decreases.Consequently, after a
long time, the timeoutgenerallyturnscontinuouslybig andthe time to
detecta failure becomesgreater. The B andC strategiesarebetterthen
A, sinceit adapts(increasingor decreasing)thetimeoutaccordingto the
communicationbehavior. OnstrategyB, theCTI moduleworksbyanaly-
zing,all thetime,thecurrentoperatingsystemandthenetwork load,and
on strategy C theEHPBmoduleworksby computingthenext expected
arrival time from last � arrival timesof the heartbeats.Consideringthe
systembehavior asanergodicprocess2, strategy B workswell in relative
stablesystems.

2 By definition([11] section9.2.2),a stochasticprocess�����
	 is saidto beanergodicprocessif
thetimeaverageof asinglerecordis approximatelyequalto theensembleaverage.



Thispaperpresentsafirst draftof aself-tunedfailuredetectordesign
basedonanadaptive timeoutmechanism.Thisapproachallowsusto in-
crease/decreasethe timeoutperiodasneeded.The strategy usedin this
work setsthe next timeout to the expectedinter-arrival time by taking
into accountan ergodicbehavior. It differs from strategy C by working
with the inter-arrival time betweentwo consecutive heartbeatmessages
insteadof usingarrival times.Besides,to predict the next timeout,the
estimatorof thenext inter-arrival time is computedby the adaptableti-
meoutmechanismthatusesthesecond-ordermoving averageprediction
method([7] section3.3).

Thepaperis organizedasfollows:theadaptivetimeoutmechanismis
describedon section2; thebasicself-tunedfailuredetectoralgorithmis
presentedonsection3; andfinally somepartialconclusionsarepresented
on section4.

2 The Adaptable Timeout Mechanism

Considertwo hostsin theasynchronousnetwork andaprocess/objectas-
sociatedto eachof them.If thetwo processesexchangeheartbeatmessa-
ges,wheneveraheartbeatmessage( �
������� ) is receivedby oneof them,
the following stepsaredoneby the adaptabletimeoutmechanism(see
the algorithmon figure1): (a) the differencebetweenthearrival recep-
tion time of the last two messagesis storedin the last position of the
samplevector(line 2) andthe lastmessagearrival time is updated(line
3); (b) thesamplemean(simplemoving average)is computedandstored
in thelastpositionof theaveragesvector(line 4); (c) thedoublemoving
averageis computed(line 5); and(d) thenext inter-arrival timeestimator
(
����

) is setto �����������! #"%$'&��(�*),+.-0/1 (line 6).

Note that thenew timeout(basedon thenext inter-arrival time esti-
mator)canincreaseor decreaseaccordingto moving meanvariation.Of
course,new adjustmentsmayberequiredto accommodateextratimedif-
ferencesandminimizethenumberof thewrongsuspicionsof thefailure
detector. Theseadjustmentscanbeincludedby additionalparametersin��2�

expression(line 6).At thepresentmoment,theprobabilisticanalysis
andthesearchfor additionalparametersareobjectsof study.



1 Upon 34��5��*6879��:8�
�������<; do:
2 =>�@?BAC$'�� #"%$'&9�(��),+ED �C��������FG��5 � 6H?I�J-K�
��������LM�9��)NFG��5 � 6H?I� ;
3 �
�������<LO�9��)NFG��5 � 6H?I�2D �
��������FG��5 � 68?I� ;
4 PJ79�*3Q���<�� R"%$S&��(��),+.D TUWV UXZY T =>�@?BAC$'�� R6S+8[
5 /1 D T\]V \XZY T PJ79�*3Q�@���� ^6H+H[
6

���� D ���#PJ79�*3Q���<�� R"%$S&��(��),+
-_/1 [
Figure 1: Adaptabletimeoutmechanism.

Thestatistictheoryshows([1] section7.1)thatif weconsidera large
randomsample(greaterthan30),any probabilitydistributionassociated
to inter-arrival times (randomvariablecomputedby algorithm)canbe
approximatedto anormaldistribution.Thus,thesimplemeanusedhere,
basedon parameter� (line 4 in figure1), is anunbiasedestimatorto the
expectedmean.A similar approachcanbeusedto setthe ? parameter
(line 5 in figure 1), where `bac? ad� . To achieve the besttimeout
estimator, the ? parametermust be set to a value that minimizesthe
moving meanvariation.

3 Self-tuned Failure Detector

Accordingto FelberandGuerraoui[5], the failure detectorscanbe re-
presentedby first-classobjects.Thereare two basicstrategies for im-
plementingthem:push(basedon heartbeat messages)andpull (based
on are you alive? messages).Moreover, thesetwo strategiescanalsobe
combinedto obtain new failure detectorstrategies.However, indepen-
dentfrom thestrategy, if weareconsideringtheInternetenvironment,to
setsometimeoutaccordingto thenetwork topologyandthecommunica-
tion patternis a difficult taskbecausetheseparametersarecontinuously
changing.In our work, we have chosenthe pushstrategy to show how
anadaptabletimeoutmechanismcanbeused,but otherfailuredetector
strategiescouldhavebeenused.

Thepushfailuredetectorstrategy [5] is basedon two temporalrefe-
rences:the heartbeatinterval ( )fe ) andthe timeoutto receive a message
( )f68?I��"(g
) ). The basicalgorithm is: (a) at every )fe time units, eachob-
ject h broadcastsa �
������� messageto every othermonitoredobject;(b)
if otherobject A hasreceivedan �C������� messagefrom h by a )f6H?I��"%g
) ,
then A re-startsthe )f6H?I��"%g
) associatedto h ; (c) if otherobject A hasnot



receivedan �
�i�j�*� messagefrom h for some)f68?I��"(gC) , then A addsh to
its suspectlist ( =>gk�lAC��5m)NL>6,��)'n ). Notethatthebasicalgorithmneitherspe-
cifies if an objectcanrecover after beingaddedin the SuspectListnor
specifiesif thetimeoutis variable.

By consideringthat links may delay or loose messages,we have
adaptedthe basicpushspecificationfor our environment.From basic
pushalgorithm,our failure detectoraddsthe following rule: if an ob-
ject A receivesa �
������� messagefrom anotherobject h that it already
suspects,A removes h from thesuspectlist andsetits timeoutperiodto
thenext inter-arrival timeestimatedby theadaptabletimeoutmechanism.
Thenew self-tunedfailuredetectoralgorithmis shown in figure2.

Note that whenever an object A receivesa �C������� messagefrom h ,
first of all it verifiesif h is eitherin its suspectlist or not.Notealsothat h
broadcasts�
������� messagesuntil it reallycrashes.Thispropertyensures
its futurerecoveryby thefailuredetector.

For every member A :
(Task1)

1 do forever
2 for each)fe :
3 �m3Q"Q��&�5�����)i:H�C�������.ompq; ;

(Task2)
1 upon 3Q��5i�*6H79��:8�
�������kolh�; do
2 if hBr]=!gk�lAC��5m)NLO6s��)'n than
3 =!gk�lAC��5m)NLO6s��)'nGD =>gk�lAC��5m)NL>6,��)'nJ-th ;
4 )f6H?I��"%g
)fuvD ��2�

;
5 upon )f6H?I��"%g
) do
6 =!gk�lAC��5m)NLO6s��)'nGD =>gk�lAC��5m)NL>6,��)'nxwKh ;

Figure 2: Self-tunedfailuredetector.

4 Conclusion

Thesolutionproposedin this paperworksby dynamicallytuningtheti-
meoutperiodof the failure detector. Thus,it is betterappliedwhenthe
communicationtime is notpreviouslyboundedandalsopresentsvariati-
onsalongthetime,asoccurson Internetenvironment.



Although the solutiondoesnot avoid neitherwrong suspicionsnor
thepossibilityof unstablebehavior (successive suspicions),its probabi-
listic natureallow usto reducetheprobabilityof thewrongsuspicionsin
mostof thetime, increasingtheaccuracy of thefailuredetector.
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