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Abstract

We study the problems of failure detection and consensus in asynchronous systemsin which processes
may crash and recover, and links may lose messages. We first propose new failure detectors that are
particularly suitable to the crash-recovery model. We next determine under what conditions stable storage
is necessary to solve consensus in this model. Using the new failure detectors, we give two consensus
algorithmsthat match these conditions: one requires stable storage and the other does not. Both algorithms
tolerate link failures and are particularly efficient in the runs that are most likely in practice — those with
no failures or failure detector mistakes. In such runs, consensus is achieved within 3¢ time and with 4n
messages, where § is the maximum message delay and n is the number of processes in the system.

1 Introduction

The problem of solving consensus in asynchronous systems with unreliable failure detectors (i.e., failure de-
tectors that make mistakes) was first investigated in [3, 2]. But these works only considered systems where
process crashes are permanent and links are reliable (i.e., they do not lose messages). In rea systems, how-
ever, processes may recover after crashing and links may lose messages. In this paper, we focus on solving
consensus with failure detectors in such systems, a problem that was first considered in [4, 10, 7] (a brief
comparison with these worksisin Section 1.3).

Solving consensus in asystem where process may recover after crashing rai ses two new problems; one regards
the need for stable storage and the other is about the failure detection requirements:

e Sable Storage: When a process crashes, it loses all its local state. One way to deal with this problem
is to assume that parts of the local state are recorded into stable storage, and can be restored after each
recovery. However, stable storage operations are slow and expensive, and must be avoided as much as
possible. Is stable storage always necessary when solving consensus? If not, under which condition(s)
can it be completely avoided?

e Failure Detection: In the crash-recovery model, a process may keep on crashing and recovering indefi-
nitely (such aprocessis called unstable). How should a failure detector view unstable processes? Note
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that an unstable process may be as useless to an application as one that permanently crashes (and in
fact it could be even more disruptive). For example, an unstable process can be up just long enough to
be considered operational by the failure detector, and then crash before “helping” the application, and
this could go on repeatedly. Thus, it is natural to require that a failure detector satisfies the following
completeness property: Eventually every unstable process is permanently suspected!

But implementing such a failure detector is inherently problematic even in a perfectly synchronous
system. Intuitively, thisis because, at any given point in time, no implementation can predict the future
behavior of a process p that has crashed in the past but is currently “up”. Will p continue to repeatedly
crash and recover? Or will it stop crashing?

In summary, our goa here isto solve consensus in the crash-recovery model (with lossy links). Asacrucia
part of this problem, we first need to find reasonable failure detectors that can be used for this task. We aso
need to determine if and when stable storage is necessary.

1.1 FailureDetectorsfor the Crash-Recovery Model

We first focus on the problem of failure detection in the crash-recovery model. Previous solutions require
unstable processes to be eventually suspected forever [10, 7]2 We first prove that this requirement has a
serious drawback: it forces failure detector implementations to have undesirable behaviors even in perfectly
synchronous systems. More precisely, consider a synchronous round-based system with no message losses;

where up to n,, processes may be unstable. In this system, every implementation of a failure detector with
the above requirement has runs with the following undesirable behavior: there is a round after which (@)
all processes are permanently up, but (b) the failure detector incorrectly suspects n, of them forever (see
Theorem 1). Note that these permanent mistakes are not due to the usual causes, namely, slow processes
or message delays. Instead, they are entirely due to the requirement on unstable processes (which involves
predicting the future).

To avoid the above problem, we propose a new type of failure detector that iswell-suited to the crash-recovery
model. This failure detector does not output lists of processes suspected to be crashed or unstable. Instead, it
outputs alist of processes deemed to be currently up, with an associated epoch number for each such process.
If aprocessison thislist we say it istrusted.

The epoch number of aprocess isarough estimate of the number of timesit crashed and recovered in the past.
We distinguish two types of processes. bad ones are those that are unstable or crash permanently, and good
ones are those that never crash or eventually remain up. We first propose a simple failure detector, denoted
OS8,, with the following two properties. Roughly speaking (precise definitions are in Section 3):

e Completeness: For every bad process b, at every good process there is a time after which either b is
never trusted or the epoch number of b keeps on increasing.

e Accuracy. Some good processis eventually trusted forever by al good processes, and its epoch number
stops changing.

Note that the completeness property of ¢S, does not require predicting the future (to determine if a process
is unstable), and so it does not force implementations to have anomalous behaviors.  To illustrate this, in
Appendix B we give an implementation of ¢S, for some models of partial synchrony: this implementation
ensures that if all processes are eventually up forever they will be eventually trusted forever.

YIn fact, this property is assumed in [10, 7].

2In [4], crash-recovery is regarded as a special case of omission failures, and the agorithm is not designed to handle unstable
processes that can send and receive messages to and from good processes.

3In such a system, processes execute in synchronized rounds, and all messages are received in the round they are sent.



Failure detector S, however, does not put any restriction on how the bad processes view the system. In
particular, the accuracy property allows unstable processes to repeatedly “suspect” all processest Thisis
problematic because, in contrast to processes that permanently crash, unstable processes may continue to
take steps, and so their incorrect suspicions may prevent the progress of some algorithms. For example, in the
rotating coordinator consensus algorithms of [3, 4, 7] if aprocess kept suspecting all processes then consensus
would never be reached.

From the above it is clear that sometimesiit is better to have afailure detector with:

e Strong Accuracy: Some good process is eventually trusted forever by all good and unstable processes,
and its epoch number stops changing.

Such a failure detector is denoted ©S,. In this paper, we show how to transform any ©&, into ¢S, in an
asynchronous system provided that a majority of processes are good.

1.2 On the Necessity of Stable Storagein the Crash-Recovery Model

Can consensus be solved in the crash-recovery model without stable storage, and if so, how? To answer this
guestion, assume during each execution of consensus, at least n, processes are guaranteed to remain up, and
at most ny, processes are bad.

Clearly, if n, < 1 then consensus cannot be solved without stable storage: it ispossible that all processes crash
and recover during execution, and the entire state of the system (including previous proposals and possible
decisions) can be lost forever. On the other hand, if n, > n/2, i.e,, amajority of processes are guaranteed

to remain up, then solving consensus without stable storage is easy: If a process crashes we exclude it from
participating in the algorithm even if it recovers (except that we allow it to receive the decision value). This
essentially reduces the problem to the case where process crashes are permanent and a majority of processes
do not crash (and then an algorithm such as the one in [3] can be used).

Isit possible to solve consensus without stable storage if 1 < n, < n/2? We show that:

e If n, < ny then consensus cannot be solved without stable storage even using &P (the eventually
perfect failure detector defined in Section 5).

e If n, > ny then consensus can be solved without stable storage using <& (which isweaker than &P).

This last result is somewhat surprising because with n, > n;, a majority of processes may crash and com-
pletely lose their state (including the consensus values they may have previously proposed and/or decided).
Toillustrate this with a concrete example, suppose n = 10, n, = 3 and n, = 2. Inthis case, up to 7 processes
— more than half of the processes — may crash and lose their state, and yet consensus is solvable with a
failure detector that is weaker than &P. Prima facie, this seems to contradict the fact that if a majority of
processes may crash then consensus cannot be solved even with &P [3]. There is no contradiction, however,
since [3] assumes that all process crashes are permanent, while in our case some of the processes that crash
do recover: even though they completely lost their state, they can still provide some help.

What if stable storage is available? In this case, we show that consensus can be solved with ¢§,, provided
that a majority of processes are good (this majority requirement is weaker than n, > ny). Note that if the
good processes are not a mgjority, then consensus cannot be solved even with &P [3].

In addition to crashes and recoveries, the two consensus agorithms that we give (with and without stable
storage) also tolerate message losses, provided that links are fair lossy, i.e., if p sends messages to a good
process q infinitely often, then ¢ receives messages from p infinitely often.

4Intuitively, thisis because an unstable process may fail to receive“1 am alive” messages sent by other processes since all messages
that “arrive” at aprocess whileit isdown arelost.




1.3 Reéated Work

The problem of solving consensus with failure detectors in systems where processes may recover from crashes
was first addressed in [4] (with crash-recovery as aform of omission failures) and more recently studied in

[10, 7].

In[4, 10, 7], the question of whether stable storage is always necessary is not addressed, and all the algorithms
use stable storage: in [4, 10], the entire state of the algorithm is recorded into stable storage at every state
transition; in [7], only asmall part of the state is recorded, and writing to stable storage is done at most once
per round. In this paper, we determine when stable storage is necessary, and give two matching consensus
algorithms — with and without stable storage. In the one that uses stable storage, only asmall part of the state
is recorded and this occurs twice per round.

The agorithms in [10, 7] use failure detectors that require that unstable processes be eventually suspected
forever. The algorithm in [4] is not designed to deal with unstable processes which may intermittently
communicate with good ones.

1.4 Summary of Results

We study the problems of failure detection and consensus in asynchronous systems with process crashes and
recoveries, and lossy links.

1. We show that the failure detectors that have been previously proposed for the crash-recovery model with
unstabl e processes have inherent drawbacks. Their completeness requirement force implementations to
have anomal ous behaviors even in synchronous systems.

2. We propose new failure detectors that avoid the above drawbacks.

3. Wedetermine under what conditions stable storage is necessary to solve consensus in the crash-recovery
model.

4. \We give two consensus algorithms that match these conditions, one uses stable storage and the other
does not. Both algorithms tolerate message losses, and are particularly efficient in the runs that are
most likely in practice — those with no failures or failure detector mistakes, and message delays are
bounded. In such runs, consensus is achieved within 35 time and with 4n messages, where ¢ is the
maximum message delay and n is the number of processes in the system.

1.5 Roadmap

The paper is organized as follows. Our model is given in Section 2. In Section 3 we show that existing
failure detectors for the crash-recovery model have limitations, and then introduce our new failure detectors,
namely ¢S, and ©S,,. We define the Consensus problem in Section 4. In Section 5, we determine under what
conditions consensus requires stable storage. We then give two matching consensus algorithms: one does
not require stable storage (Section 6), and the other uses stable storage (Section 7). In Section 8, we briefly
consider the performance of these algorithms. The issue of repeated consensus is discussed in Section 9. In
Section 10, we show how to transform © S, into ¢S,,.

2 Modd

We consider asynchronous message-passing distributed systems in which there are no timing assumptions. In
particular, we make no assumptions on the time it takes to deliver a message, or on relative process speeds.
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We assume that every process is connected with every other process through a communication link. Links
can fail by intermittently dropping messages. A process can fail by crashing and it may subsegquently recover.
When a process crashes it loses all of its state. However, it may use local stable storage to save (and later
retrieve) parts of its state.

We assume the existence of a discrete global clock — thisis merely afictional device to smplify the presen-
tation and processes do not have access to it. We take the range 7 of the clock’s ticks to be the set of natural
numbers.

2.1 Processes and Process Failures

The system consists of a set of n processes, IT = {1,2,...,n}. Processes can crash and may subsequently
recover. A failure pattern F' isafunction from 7 to 21, Intuitively, F'(¢) denotes the set of processes that are
not functioning at time ¢. We say process p isup at timet (in F) if p ¢ F(t) and p isdown at time ¢ (in F))
if p € F(t). Wesay that p crashes at timet if pisup at timet — 1 and p is down at time > We say that p
recoversattimet > lif pisdownattimet — 1 and pisup at timet. A process p can be classified (according
to F) as always-up, eventually-up, eventually-down and unstable as follows:

Always-up: Process p hever crashes.
Eventually-up: Process p crashes at least once, but there is atime after which p is permanently up.
Eventually-down: Thereis atime after which process p is permanently down.

Unstable: Process p crashes and recovers infinitely many times.

A processis good (in F) if it is either always-up or eventually-up. A processis bad (in F)) if it is not good
(it is either eventually-down or unstable). We denote by good (F’), bad(F') and unstable(F’) the set of good,
bad and unstable processes in F, respectively. Henceforth, we consider only failure patterns with at least one
good process.

2.2 Failure Detectors

Each process has accessto alocal failure detector module that provides (possibly incorrect) information about
the failure pattern that occurs in an execution. A process can query its local failure detector module at any
time. A failure detector history H with range R isafunction fromII x 7 to R. H(p, t) isthe output value
of the failure detector module of process p at time ¢. A failure detector D isafunction that maps each failure
pattern F' to a set of failure detector histories with range Rp (where Rp denotes the range of the failure
detector output of D). D(F') denotes the set of possible failure detector histories permitted by D for the
failure pattern F'.

2.3 Stable Storage

When a process crashes, it loses al its volatile state, but we assume that when it recovers, it knows that it
is recovering from a crash. Moreover, a process may use a stable storage device to store and retrieve a set
of variables. These two stable storage operations cannot be executed atomically with certain other actions.
For example, a process cannot store a variable in stable storage and then send a message or issue an external
output, in a single atomic step. The actions that a process can execute in an atomic step are detailed in the
next section.

SWe say that p crashes at timet = 0 if p isdown at time 0.




24 Runsof Algorithms

An agorithm A isacollection of n deterministic automata, one for each process in the system. Computation
proceeds in atomic steps of A. There are two types of steps: a crash step and anormal step. In a crash step,
the state of a process is changed to a specially designated state called the crash state (thus the process “loses
its state”). In anormal step, a process:

1. First executes one of the following actions, according to its state: (a) store a set of variables into local
stable storage, (b) retrieve a set of variables from local stable storage, (€) send a message to some
process, or (d) issue an external output®

2. Then it attempts to execute each one of the following actions: (a) receive a message from a process,
(b) get an external input, and (c) query its failure detector;

3. Finaly, it changes state.

An initial configuration of algorithm A consists of the initial state of the automaton for each process. A
run of algorithm A using failure detector D isatuple R = (F, Hp,1,S,T) where F' is afailure pattern,
Hp € D(F) isahistory of failure detector D for failure pattern F', I isan initial configuration of A, S isan
infinite sequence of steps of A, and T is an infinite list of non-decreasing time values indicating when each
step in S occurs.

A run must satisfy the following properties. (1) a process takes at most one step at each time ¢; (2) a process
takes a normal step at time ¢ only if itis up at ¢; (3) a process takes a crash step at time ¢ if and only if it
crashes at t; (4) agood process takes an infinite number of normal steps; (5) if aprocess p takes astep at time
t and queriesits failure detector, then it obtains Hp(p, t) asaresponse; (6) when aprocess retrieves avariable
from stable storage, it obtains the last value that it stored for that variable (or L if it never stored the variable).

Note that if a process p recovers from acrash, itsfirst step is from the specia crash state. Since this state is
different from all other states, p “knows’ that it is recovering from acrash.

25 Link Properties

We consider links that do not create messages, or duplicate messages infinitely often. More precisely, each
run R = (F, Hp,I,S,T) must satisfy the following “link properties’. For all processes p and ¢:

e No Creation: If ¢ receives amessage m from p at time ¢, then p sent m to ¢ before time ¢.

e Finite Duplication: If p sends a message m to ¢ only afinite number of times, then ¢ receives m from
p only afinite number of times.

Links may intermittently drop messages, but they must satisfy the following fairness property:

e Fair Loss: If p sends messages to agood process g an infinite number of times, then ¢ receives messages
from p an infinite number of times.

5Note that a process cannot both access the stable storage and send a message (or issue an external output) in the same atomic
step.



2.6 Environments and Problem Solving

The correctness of an algorithm may depend on certain assumptions on the “ environment”, e.g., the maximum
number of processes that may be bad. For example, a consensus algorithm may need the assumption that a
majority of processesis good. Formally, an environment £ is aset of failure patterns.

A problem P is defined by properties that sets of runs must satisfy. An agorithm A solves problem P using
afailure detector D in environment & if the set of al runs R = (F, Hp,I,S,T) of Ausing D where F € £
satisfies the properties required by P.

Let C be a class of failure detectors. An agorithm A solves aprablem P using C in environment £ if for al
D € C, Asolves P using D in £. An algorithm implements C in environment £ if it implements someD € C
in&.

3 Failure Detectorsfor the Crash-Recovery Model

In this section, we first consider the failure detectors that were previously proposed for solving consensus in
the crash-recovery model, and then propose a new type of failure detector for this model.

3.1 Limitations of Existing Failure Detectors

To solve consensus in the crash-recovery model, Oliveiraet al. [10] and Hurfin et al. [7] assume that processes
have failure detectors that output lists of processes suspected to be bad, and that these failure detectors satisfy
the following property:

e Srong Completeness. Eventually every bad process is permanently suspected by all good processes.

Since bad processes include unstable ones, enforcing this requirement is problematic even in synchronous
systems, as we now explain. Consider a system .S in which processes take steps at perfectly synchronized
rounds. In each round, a process is either up, in which case it sends a message to every process, or down, in
which case it does nothing in the round. In S at most n,, processes are unstable, i.e., aternate between being
up and down infinitely often. Links do not lose messages, and al messages sent in around are received at the
end of that round. In system S, itistrivial to implement afailure detector that isamost perfect: by suspecting
every process from which no message was received in the current round, each process suspects exactly every
process that was down in this round.

Now suppose we want to implement in S a failure detector that satisfies Strong Completeness (and possibly
only this property). In Theorem 1, we show that any such implementation has undesirable behaviors; in some
executions where all processes are good, some of them will eventually be suspected forever. Note that these
mistakes are entirely due to the above requirement on unstable processes, not to the lack of synchrony.

Theorem 1 Let 7 be any implementation of a failure detector that satisfies Srong Completenessin S. For
every set of processes G of size at most n,,, thereisarun of Z in S such that (a) all processes are good, but
(b) eventually all processesin G are permanently suspected by all processesinII\ G.

Intuitively, the main idea of the proof is as follows. Suppose a process u crashes for a long time. Then
at some time ¢, to satisfy Strong Completeness, the implementation 7 is forced to suspect « (because no
implementation can predict whether « will recover in the future). Suppose that « recovers after time ¢ and
stays up. If Z keeps suspecting u forever, then thisis arun in which a good process, namely u, is suspected
forever (as we want to show in the theorem). Suppose, instead, that 7 trusts u again at some later point. In



this case, we can crash v again for along time. By Strong Completeness, 7 is again forced to suspect u. Now
u recovers again and stays up, and either 7 keeps suspecting « forever (thisisarun in which a good process
u 1S suspected forever), or it trusts « again. We can repeat the above argument ad infinitum to obtain arun in
which (a) u crashes and recovers infinitely often (it is unstable) and (b) Z trust « an infinite number of times
— aviolation of Strong Completeness.

The proof of Theorem 1 follows immediately from Lemma 2 below. Note that in the round-model of execu-
tion, the only “non-determinism” is due to possible process failures and the times at which they occur. Thus,
for each failure pattern F,’ there is only one run of Z in S, and we denote it by R(F'). A G-crash failure
pattern is afailure pattern in which only processes in GG crash.

Lemma 2 For every set G of sizeat most n,,, thereisa GG-crash failure pattern prefix P such that the following
holds. For every GG-crash extension F' of P in which all processesin G crash and recover at least one more
time, in run R(F) eventually all processes in G are permanently suspected by all processesinII \ G.

Proof. Let G beany set of size |G| < n,. Assume by contradiction that for every G-crash failure pattern
prefix P, there exists a G-crash extension F' of P in which all processesin G crash and recover at |least one
more time, such that in run R(F') thereis some process p € 11\ G that trusts some process p € G infinitely

often.

We now construct inductively an increasing sequence {F?} of failure pattern prefixes. Let Ry be the failure
pattern prefix of length 0. Given P, by assumption we can find a G-crash extension F; in which all processes
in G crash and recover at least one more time, such that in run R(£) there is some process p; € 11\ G that
trusts some process p; € G infinitely often. Let ¢; be the length of P, and let ¢,1; > ¢; be some time such that
between times ¢; and t,11 in R(F;): (1) each processin G crashes and recovers at least once and (2) p trusts
p), at least once. We define P,y to be the prefix of F; of length ¢;4.

Define P := lim; ., P;. Thenin R(P), every processin G crashes an infinite number of times, no processin
IT\ G crashes, and some processin II \ G trusts some process in G an infinite number of times. Thisviolates
the Strong Compl eteness property of 7. |

3.2 Failure Detectorswith Epoch Numbers

Theorem 1 shows that if we require Strong Completeness then incorrect suspicions are inevitable even in
synchronous systems. Although many algorithms are designed to tolerate such failure detector mistakes, the
erroneous suspicions of some good processes may hurt the performance of these algorithms. For example, the
erroneous suspicions of good coordinators can delay the termination of the consensus algorithmsin [3, 4, 10,
7]. Thus, requiring Strong Compl eteness should be avoided if possible.

In this section, we propose a new type of failure detectors that are well-suited to the crash-recovery model:
Although they do not require unstable processes to be eventually suspected forever, they do provide enough
information to cope with unstable processes.

At each process p, the output of such afailure detector consists of two items, (trustlist, epoch), wheretrustlist
is a set of processes and epoch is a vector of integers indexed by the elements of trustlist. Intuitively, ¢ €
trustlist if p believes that ¢ is currently up, and epochlq| is p’s rough estimate of how many times ¢ crashed
and recovered so far (it is called the epoch number of ¢ at p). Let H(p,t) denote the output of p's failure
detector module at time t. If ¢ € H(p,t).trustlist, we say that p trusts ¢ at time ¢, otherwise we say that p
suspects g at timet.

’In the round-model S, a failure pattern indicates for each round which processes are up and which ones are down; a process
crashesinround , if itisup inround & — 1 and down in round k; a process recoversin round k, if it isdown in round £ — 1 and up
inround k.



We first define ¢S, to be the class of failure detectors D that satisfy the following properties:

e Monotonicity: At every good process, eventualy the epoch numbers are nondecreasingd. More pre-
cisaly:

VF,\YH € D(F),Vg € good(F),Vp € II,3T € T,Vt, t' > T :
[p € H(g,t).trustlist N\p € H(g,t").trustlist N\t < t'] =
H(g,t).epoch|p] < H(g,t').epoch[p]

e Completeness: For every bad process b and for every good process g, either eventualy g permanently
suspects b or b's epoch humber at g is unbounded. More precisely:

VF,YH € D(F),¥b € bad(F'),Vg € good(F) : [3T € T,¥t > T,b ¢ H(g,t).trustlist]
V[VM € N,3t € T,b € H(g,t).trustlist N H(g,t).epoch[b] > M]

e Accuracy: For some good process K and for every good process g, eventually ¢ permanently trusts K
and K’s epoch number at g stops changing. More precisely:

VF,VH € D(F),3K € good(F),¥g € good(F),3M e N,3T € T,¥t > T :
K € H(g,t).trustlist A H(g,t).epoch[K]| = M

A simple implementation of ©S, for some models of partial synchrony is given in Appendix B.  This
implementation does not have the limitations associated with Strong Completeness. Moreover, it does not use
stable storage.

Note that ¢S, imposes requirements only on the failure detector modules of good processes. In particular,
the accuracy property of &S, alows unstable processes to suspect all good processes. Thisis problematic
because unstable processes can continue to take steps, and their incorrect suspicions may hinder the progress
of some algorithms. Thus, we extend the accuracy property so that it also applies to unstable processes, as
follows:

e Strong Accuracy: For some good process K: (a) for every good process g, eventualy g permanently
trusts K and K's epoch number at ¢ stops changing; and (b) for every unstable process u, eventually
whenever v isup, u trusts K and K’s epoch number at » stops changing. More precisely:

VE,YH € D(F), 3K € good(F) : [¥p € good(F),3M € N,3T € T,Vt > T,
K € H(p,t).trustlist N H(p,t).epoch[K] = M] A

[Vu € unstable(F),3IM € N,3T € T,Vt > T,u & F(t) =

K € H(u,t).trustlist N H(u,t).epoch[ K] = M]

The class of failure detectors that satisfy Monotonicity, Completeness, and Strong Accuracy is denoted <©§,.
For convenience, we sometimes use ¢S, or S, to refer to an arbitrary member of the corresponding class.

OS, and ©S,, are closely related: In Section 10 we show that one can transform ©& into ¢S, provided that
amajority of processes are good (this transformation does not require stable storage).

8We require the monotonicity of epoch numbers to hold only eventually and only at good processes so that the failure detector can
be implemented without stable storage.



4 Consensuswith Crash-Recovery

With consensus, each process proposes a value and processes must reach a unanimous decision on one of the
proposed values. The following properties must be satisfied:

e Uniform Validity: If aprocess decides v then some process previously proposed v.
e Agreement: Good processes do not decide different values.

e Termination: If al good processes propose avalue, then they all eventually decide.
A stronger version of consensus, called uniform consensus [9], requires:
e Uniform Agreement: Processes do not decide different values.

The above specification allows a process to decide more than once. However, with Agreement, agood process
cannot decide two different values. Similarly, with Uniform Agreement, no process (whether good or bad)
can decide two different values.

The algorithms that we provide solve uniform consensus, and the lower bounds that we prove hold even for
CONSENsuS.

When processes have access to stable storage, a process proposes v, or decides v, by writing v into corre-
sponding local stable storage locations. By checking these locations, a process that recovers from a crash can
determine whether it previously proposed (or decided) a value.

When processes do not have access to stable storage, proposing and deciding v occur viaan external input and
output containing v, and so when a process recovers it cannot determine whether it has previously proposed or
decided avalue. Thusitisclear that if stable storage is not available and all processes may crash and recove,
consensus cannot be solved. In many systems, however, it is reasonable to assume that in each execution of
consensus there is a minimum number of processes that do not crash. In such systems, consensus is solvable
without stable storage provided certain conditions are met, as we will see next.

5 Onthe Necessity of Stable Storage for Consensus

In this section, we determine some necessary conditions for solving consensus without stable storage. Con-
sider a system in which at least n, processes are aways-up and at most n;, are bad. Our first result is that
if ng < ny then it isimpossible to solve consensus without stable storage, even in systems where there are
no unstable processes, links are reliable, and processes can use an eventually perfect failure detector OP.
Informally, for the crash-recovery model, &P outputsatag € {AU, EU, UN, ED} for each process such that:

e There is atime after which at each process the tag of every process p is AU, EU, UN, or ED iff p is
aways-up, eventually-up, unstable, or eventually-down, respectively.

Note that P is stronger than the other failure detectors in this paper and in [10, 7].

Theorem 3 If n, < ny consensus cannot be solved without stable storage even in systems where there are no
unstable processes, links do not lose messages, and processes can use &P,

This result is tight in the sense that if n, > n; then we can solve consensus without stable storage using a
failure detector that is weaker than &P (see Section 6).

10



~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ! o -
C no steps taken : : -
J: making progress 3 o
o 1 -
— | -
. [ i
making progress | |
.................................................. — -
[ | no steps taken |
G’ R R -
D @ — -
decide v | |
t t+t'+1

Legend: — -

processis down

Figure 1: A run constructed to prove Theorem 4

The impossibility result of Theorem 3 assumes that processes do not use any stable storage at all. Thus, if
a process crashes it cannot “remember” its previous proposal and/or decision value. Suppose stable storage
is available, but to minimize the cost of accessing it, we want to use it only for storing (and retrieving) the
proposed and decision values. Isn, > ny still necessary to solve consensus? It turns out that if n, > 2, the
answer isyes.

Theorem 4 Suppose that each process can use stable storage only for storing and retrieving its proposed and
decision values. If n, < n; and n;, > 2 then consensus cannot be solved even in systems where there are no
unstable processes, links do not lose messages, and processes can use OP.

Theorems 3 and 4 have similar proofs, and so we only give a detailed proof of Theorem 4 here. The main
idea of this proof is as follows. For a contradiction, assume that there is a consensus algorithm that does not
use stable storage (except for saving the proposed and decision values) and works for n, < n and np > 2.

Let G be asubset of n;, processes. Consider arun in which initially processesin G are very slow, i.e.,, they do
not take steps for awhile (see Fig. 1). From the point of view of the other processes, all the processesin G
could be bad, so eventually some process p not in G decides some value v. Let ¢ be the time when p decides
v, and let G’ be a subset of n;, processes that contains p and is disjoint from G. At time ¢, every process that
isnot in G or G’ crashes and recovers (i.e., it loses its intermediate state and restarts in a recovery state; at
this point it “remembers’ only its own proposed value). Note that at time ¢, processes not in G do not know

about the decision value v (and processes in GG have not taken any step yet). From time ¢, all messages till in
transit at time ¢ are delayed, and all the processes in G stop taking steps for along time. From the point of
view of processes not in G, it could be that: (1) all the n, processes in G’ are bad, (2) al the processes not in
G or G’ are eventualy up, and (3) al the n, processesin G are always up (this scenario is consistent with the
assumption that n, < n;). Thus, the processes not in G’ must decide without input from G', and in particular

without the knowledge that p has decided v. Let «/ be the decision of the processes not in G'.

It remains to show that v could be different from +/ (a contradiction). Proving this is not simple because:
(1) the processes not in G' or G’ participate in the decision of both v and +/, (2) for both decisions, they
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propose the same values (each process stores its proposed value in stable storage, and so when it recovers it
proposes the same value), and (3) the processes not in G or GG could be a (large) majority of the processes.
By Lemma 5, however, we can indeed find some assignment of proposed values to processes, and sets G and
G’, such that v # ¢/ (thislemma uses the fact that n;, > 2).

We now prove Theorem 4 in detail.

Consider asystem withn, < ny, np > 2, and such that links do not lose messages. Assume for acontradiction
that there is a consensus algorithm A that (1) uses stable storage only for storing and retrieving its proposed
and decision values; and (2) uses failure detector &P. Henceforth, inal runs of A that we consider, processes

always propose avauein {0, 1} at the beginning of the run.

Definition 1 Let R be a set of runs of .A. By the properties of consensus, in every runin R, all good processes
eventually decide the same value. We say that R is 0-valent (resp. 1-valent) if in every run in R, the good
processes decide 0 (resp. 1). We say that R is bivalent if R is neither 0-valent nor 1-valent, i.e,, R hasarun
in which the good processes decide 0 and a run in which the good processes decide 1.

In the next definitions, let V' be an assignment of proposed values, one for each process, and G, and Gp,q be
digoint subsets of size n;, of processes.

Definition 2 R(V, Gy,q) isdefined to be the set of runs of .4 such that (1) the value proposed by each process
isgiven by V'; (2) processes in Gy, crash at the beginning and never recover; and (3) processes not in G,
never crash.

Note that in any runin R(V, Gp.q), processes in Gy,q are bad, and the other processes are aways-up.

Definition 3 R(V, Gau, Gpaq) 1S defined to be the set of runs of A such that (1) the value proposed by each
process is given by V'; (2) processes in Gyqq Crash at the beginning and never recover; (3) processesin G,
never crash; and (4) processes not in G, U Gpag Crash at the beginning, recover right afterwards, and never
crash again.

Note that in any runin R(V, Gau, Gpaq), Processes in G,,, are always-up,® processes in Gy, are bad, and the
other processes are eventually-up.

Lemmab There exists V' and digoint subsets of processes G and G of size n;, such that (1) in some run
r € R(V,G), thefirst good process to decide isin G'; (2) insomerun+’ € R(V,G,G"), the decision value
of the good processes is different from the decision value of the good processesin 7.

Proof. Therearetwo cases. For thefirst case, assumethat thereis V' and aset G of sizen, such that R(V, G)
isbivalent. Then, for i = 0,1 wecan findarunr; in R(V, G) in which good processes decide i. Let p; be the
first good process to decide in r; and let G’ be any subset of size n;, that is digoint from G and contains p
and p;. Let 7 beany runin R(V,G,G"). If good processes in 1/ decide 0, let r := ry; elselet r := ro. Then
clearly r and »’ satisfy conditions (1) and (2) of the lemma.

For the other case, assume that for every V and every set G of size n,, R(V,G) is either 0-valent or 1-
vaent. Let G = {n—mny +1,...,n}. Fori =0,1,...,n, let V; be the assignment of proposed values such
that the proposed value for processes 1,2,...,4 is 1, and for processes ¢ + 1,...,n, it is 0. Then clearly

Thisis possible because |Gou| = 1y > 4.
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R(Vy, G) isO-valent. Moreover, for any runin R(V,,_,,, G), al processes that ever take any steps propose 1,
0 R(Vy—n,, G) is 1-valent. Therefore, for some j € {0,...,n —n, — 1} we have that R(V}, G) is0-valent
and R(Vj11,G) is1-valent.

Letrg € R(V;,G) andr; € R(Vj11,G). Note that good processes in 7y decide 0, and in r; good processes
decide 1. Fori = 0,1, let p; be the first good process to decide in r; and let G’ be any subset of size n,
that is digoint from G and contains py, p1 and j + 1 (here we are using the fact that n, > 2). Note that
the only difference between V; and V., is the proposed value of process j + 1. Moreover, j +1 € G,
so that process j + 1 never takes any steps in any runsin R(Vj,G,G’) or in R(Vj41,G,G’). Therefore,
R(V;,G,G") = R(Vj;+1,G,G). Letr’ € R(V;,G,G’). If good processes in 7’ decide 0, let r := r; and
V = Vj41; otherwise, let r := 1y and V := Vj. Then clearly r and ' satisfy conditions (1) and (2) of the
lemma. O

Proof of Theorem 4 (Sketch). LetV, G, G, randr’ beasin Lemmab. Let p (resp. p') be thefirst good

process to decide in r (resp. /), let ¢t (resp. t’) be the time when this decision happens and let v (resp. /) be

the decision value. Then v # +/ and p € G’. We now construct a new run r” of A as follows. The proposed

value of processesisgiven by V. Initially processes in G do not take any steps and processesin I1\ G behave
asinrunr. Thisgoeson until time ¢ (when p decides v). Messages sent and not received by time ¢ are delayed
until after timet + ¢ + 1. Attime ¢ + 1, all processes in G’ stop taking steps, and processes not in G U G

crash. Attimet + 2, processes not in G U GG’ recover. Note that at time ¢ + 2, the state of all processes not in
G’ areasinrun’ at time 1 (this is because processes could not use stable storage to keep intermediate states
of the computation). Fromtime¢ + 2 totimet + ¢ + 1, processes not in G’ behave asin run »/ from time 1

tot. Thus, attimet -+t + 1, process p’ decides v/. After timet + ' + 1, (1) all processes take stepsin a
round-robin fashion, (2) all messages ever sent are received, (3) the failure detector behaves perfectly, i.e., at
every process the tag of processesin G U G is AU and the tag of processes not in G U G’ isEU.

Note that " isarun of A in which all processes are good. Moreover, p decides v and p decides v’ # v. This
violates the agreement property of consensus. O

We now briefly outline the proof of Theorem 3. Let n, < ny. If n, = 0thenn, = 0 and it is easy to see
that there can be no consensus algorithm (since all processes may lose their proposed values by crashing at
the beginning). So let n, > 0. Assume for a contradiction that there is a consensus algorithm A that does not
use stable storage (and uses &P).

Lemma6 There exists V and digjoint subsets of processes GG and G of size n;, such that the decision value
of good processesin somerunr € R(V, G) isdifferent from the decision value of good processes in some run
e R(V,G,G").

Proof. The proof issimilar to the proof of Lemmab. O

The rest of the proof of Theorem 3 uses Lemma 6 and otherwise is similar to the proof of Theorem 4.

6 Solving Consensuswithout Stable Storage

It turns out that if n, > n;, consensus can be solved without stable storage using ¢&. This is somewhat
surprising since n, > ny, alows amajority of processes to crash (and thus lose all their states). Note that the
requirement of n, > ny is“tight”: in the previous section, we proved that if n, < n; consensus cannot be
solved without stable storage even with &P, afailure detector that is stronger than ©&.

The consensus algorithm that uses ©&, is given in Appendix A. In this section, we present a more efficient
algorithm that uses a minor variant of ©&., denoted ©S.. The only difference between ¢S, and ¢S/ is that
while the accuracy property of &S, requiresthat K be agood process (see Section 3.2), the accuracy property
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For every process p:

Initialization:

R, «— 0; decisionvalue, < L;for all ¢ € I\ {p} do zmitmsg|q] «— L

Tos-send mtogq:

if ¢ # p then zmitmsg[g] < m; send m to ¢ else simulate receive m from p

Task retransmit:

repeat forever
for all ¢ € I\ {p} doif zmitmsg[q] # L then send zmitmsg|q] to ¢

upon receive m from ¢ do

if m = RECOVERED then R, — R, U {q}
if m = (decisionvalue, DECIDE) and decisionvalue, = L then
decisionvalue, < decisionvalue; decide(decisionvalue, )
terminate task {skip_round, 4phases, participant, coordinator, retransmit}
if m # (—, DECIDE) and decisionvalue, # L then send (decisionvalue,, DECIDE) t0 g

upon propose(vp): {p proposes v, viaan external input containing v, }

(rp, estimatey, tsp) «— (1, vy, 0); fork task {4phases, retransmit}

Task 4phases:

¢p — (rp mod n) + 1; fork task {skip_round, participant}
if p = ¢, then fork task coordinator

19 Task coordinator: 44 Task participant:

20 {Stage 1. Phase NEWROUND} 45 {Stage 1. Phase ESTIMATE}

21 c-seq, + 0 46 s-send (r,, WAKEUP) to ¢,

2 repeat 47 maz_seq, < 0

23 PrevR, — Rp; c-seq, < c_seq, +1 48 repeat

24 s-send (ry, c-seq,,, NEWROUND) to dl 49 if received (r,, seq, NEWROUND) from ¢,

25 wait until [ received (rp, c_seq,,, estimate,, 50 for some seq > maz_seq,, then

26 tsq, ESTIMATE) from 51 s-send (rp, seq, estimateyp, tsp, ESTIMATE)1O ¢p
27 max(ny + 1,n —ny — |Rp|) processes ] 52 maz-seq, < seq

28 until R, = PrevR, 53 until [ received (r,, seq, estimate.,, NEWESTIMATE)
29 t — largest ts4 such that p received 54 from ¢, for some seq |

30 (Tp, c-s€q,,, estimateq, tsq, ESTIMATE) 55 if p # ¢, then

a1 estimate, < select one estimate, such that 56 (estimatey, tsp) < (estimatec,,rp)

32 p received (rp, c_seq,,, estimateq, t, ESTIMATE)

33 tsp < 1p

4 {Stege 2: Phase NEWESTIMATE} 57 {Stage 2: Phase ACK }

35 c-seq, — 0 58 maz_seq, — 0

36 repeat 59 repeat forever

14 PrevRy, — Rp; c-seq,, + c-seq, + 1 60 if received (rp, seq, estimate.,, NEWESTIMATE)
38 s-send (7, c_seq,,, estimate,, 61 from c,, for some seq > mawz_seg,, then

39 NEWESTIMATE) to al 62 s-send (rp, seq, ACK) to ¢,

40 wait until [ received (rp, c-seq,,, ACK) from 63 maz_seq, « seq

max(npy + 1,m — ny — | R,|) processes]
until R, = PrevR,
s-send (estimatep, DECIDE) to all

Task skip_round:
d—D, {query ©S.}
if ¢p € d.trustlist \ R, then
repeat d' — D, {query ©S.}
until [ ¢, & d'.trustlist \ Ry or d.epoch|c,] < d’.epoch[cp] or received some message (r,...) suchthat r > rp)]
terminate task {4phases, participant, coordinator } {@bort current round}
repeat d < D, until d.trustlist \ R, # 0 {query ©S.}
rp < thesmallest r > r, such that [(r mod n) + 1] € d.trustlist \ R, and 7 > max{r’| p received (r',...)}
fork task 4phases {go to ahigher round}

upon recovery:

decisionvalue, — L; for all ¢ € I\ {p} do zmitmsg[q] «— L; fork task retransmit
s-send RECOVERED to all

Figure 2: Solving Consensus without Stable Storage using ¢&,
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of ©S, additionally requires that K be an always-up process if such a process exists. It is worth noting that
the implementation of S, in Appendix B also implements ¢S..

The consensus algorithm that we give here always satisfies the Uniform Agreement and Validity properties of
uniform consensus for any choice of n, and ny, and if n, > ny then it also satisfies the Termination property.

This algorithm, shown in Fig. 2, is based on the rotating coordinator paradigm [3] and uses ¢&§. It must deal
with unstable processes and link failures. More importantly, since more than half of the processes may crash
and completely lose their states, and then recover, it must use new mechanisms to ensure the “locking” of the
decision value (so that successive coordinators do not decide differently)® Wefirst explain how the algorithm
deals with unstable processes and link failures, and then describe the algorithm and the new mechanisms for
locking the decision value.

How does arotating coordinator algorithm cope with an unstable coordinator? In[10, 7] the burden isentirely
on the failure detector: it is postulated that every unstable process is eventually suspected forever. In our
algorithm, the failure detector is not required to suspect unstable processes: they can be trusted as long as
their epoch number increases from time to time — arequirement that is easy to enforce. If the epoch number
of the current coordinator increases at a process, this process simply abandons this coordinator and goes to
another one.

To deal with the message loss problem, each process p has a task retransmit that periodically retransmits
the last message sent to each process (only the last message really matters, just asin [4, 6, 7]). Thistask is
terminated once p decides.

We now describe the algorithm in more detail. When a process recovers from a crash, it stops participating
in the algorithm, except that it periodically broadcasts a RECOVERED message until it receives the decision
value. When a process p receives a RECOVERED message from g, it adds ¢ to aset R, of processes known to
have recovered.

Processes proceed in asynchronous rounds, each one consisting of two stages. In the first stage, processes
send a WAK EUP message to the coordinator ¢ so that ¢ can start the current round (if it has not done so yet).
The coordinator ¢ broadcasts a NEWROUND message to announce a new round, and each process sends its
current estimate of the decision value — together with atimestamp indicating in which round it was obtained
— to ¢. Then ¢ waits for estimates from max(n, + 1,7 — n, — |R.|) processes — this is the maximum
number of estimates that ¢ can wait for without fear of blocking forever, because more than n, processes are
always-up and respond, and at most n;, + | R.| processes have crashed and do not respond. Then ¢ checks
whether during the collection of estimates it detected the recovery of a process that never recovered before
(R. # PrevR.). If s0, ¢ restarts the first stage from scratch!! Otherwise, ¢ chooses the estimate with the
largest timestamp as its new estimate and proceeds to the second stage.

In the second stage, ¢ broadcasts its new estimate; when a process receives this estimate, it changes its own
estimate and sends an ACK to c¢. Process ¢ waitsfor ACK messages from max(n, + 1, n —ny, — | R.|) processes.
As before, ¢ restarts this stage from scratch if during the collection of Acks it detected the recovery of a
process that never recovered before (R. # PrevR.). Finadly ¢ broadcasts its estimate as the decision value
and decides accordingly. Once a process decides, it enters a passive state in which, upon receipt of a message,
the process responds with the decision value.

A round r can be interrupted by task skip.round (which runs in parallel with tasks coordinator and partici-
pant): a process p aborts its execution of round r if (1) it suspects the coordinator ¢ of round r, or (2) it trusts

19T he standard technique for locking a value is to ensure that a majority of processes “adopt” that value. Thiswill not work here:
amajority of processes may crash and recover, and so all the processes that adopted a value may later forget the value they adopted.

™ An obvious optimization is for ¢ to check during the collection of estimates whether R. # PrevR.. If so it can restart the first
stage right away.
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¢ but detects an increase in the epoch number of ¢, or (3) it detects arecovery of ¢, or (4) it receives amessage
from around ' > r. When p aborts round r, it jumps to the lowest round » > r such that (1) p trusts the
coordinator ¢ of round 7/, (2) p has not detected a recovery of ¢ (¢’ ¢ R,) and (3) p has not (yet) received
any message with around number higher than /.

The codein lines 31-33 is executed atomically, i.e., it cannot be interrupted, except by acrash. Asan obvious
optimization, the coordinator of round 1 can skip phase NEWROUND and simply set its estimate to its own
proposed value. We omit this optimization from the code.

The correctness of the algorithm relies on the following crucia property: if the coordinator sends a decision
for v in some round, then value v has previously been “locked”, i.e., in any later round, a coordinator can
only choose v as its new estimate. This property is ensured by two mechanisms. (1) the coordinator uses
max(ny + 1,n — ny, — |R,|) as athreshold to collect estimates and ACKs, and (2) the coordinator restarts the
collection of estimates and ACKs from scratch if it detects anew recovery (R. # PrevR.).

The importance of mechanism (2) is illustrated in Fig. 3: it shows a bad scenario (a violation of the cru-
cial property above) that could occur if this mechanism is omitted. The system consists of four processes
{¢,p,p/,}. Assumethat n, = 1 and there are at least n, = 2 processes that are aways up. At point A4,

the coordinator ¢ of round r sends its estimate 0 to all, and at B, it receives AcKs from itself and p. At F', p

recovers from a crash and sends a RECOVERED message to all. At G, ¢ has received one RECOVERED mes-
sage from p’ (s0 | R.| = 1) and two ACKs. Since max(ny, + 1,n — npy — |R.|) = 2, ¢ completes its collection

of Acks (thisis the maximum number of ACKs that ¢ can wait for without fear of blocking), and ¢ sends a
decision for 0 to al in round . Meanwhile, at C', p recovers from a crash and sends a RECOVERED message
to al, and ¢ receives this message before D. At D, ¢ becomes the coordinator of round 7/ > r and sends a
NEWROUND message to all. At F, ¢’ has received two estimates for 1, one from itself and one from . Since

it has also received one RECOVERED message from p, ¢ completes its collection of estimates, and chooses 1

asits new estimate for round 7/ — even though ¢ sends adecision for 0 in an earlier round.

The proof of the algorithm shows that mechanism (2) prevents this and other similar bad scenarios. In this
example, if ¢ had used mechanism (2), then at G it would have restarted the collection of Acks from scratch
because PrevR. = () # {p'} = R..12

Theorem 7 The algorithm of Fig. 2 satisfies the Uniform Validity and Uniform Agreement properties of uni-

form consensus. If at most n;, processes are bad, and more than n;, processes are always up, then it also
satisfies the Termination property.

The proof follows.

Definition 4 We say that p isin round r at time ¢ if p does not crash by time ¢ and the value of variable 7, at
timetisr. Aprocess p starts round » when p assigns r to variable 7,.

Lemma 8 (Uniform Validity) If a process decides v then some process previously proposed v.

Proof. Trivid. O

Lemma 9 Suppose that in some round r the coordinator ¢ s-sends (est, DECIDE) in line 43. In every round
r’ > r, if the coordinator ¢ selects a new estimate value est’ in line 31, then est = est’.

21t js not sufficient to use the restarting mechanism only for collecting ACKs: a symmetric example shows that this mechanism
must also be used for collecting estimates.
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Remarks:
- cisthe coordinator in round r; ¢ isthe coordinator in round ' > r
- A: csends (r,0, NEWESTIMATE) to all - E: ¢’ received (r/, 1, ts, ESTIMATE) from ¢’ and ¢/,

- B: c received (r, AcK) from c and p and ¢ selects 1 asthe new estimate
- C" p sends RECOVERED to all - F: p’ sends RECOVERED to all
- D: ¢ sends (r', NEWROUND) to &l - G: ¢ sends (0, DECIDE) to all
Legend:
— > —

message sent and received message sent but delayed for alongtime  processisdown

Figure 3: A bad scenario that can occur if mechanism (2) is not used.

Proof. The proof is by induction on the round number +*. The claim trivially holds for ¥/ = r. Now assume
that the claim holds for all v/, < ' < k. Let ¢’ be the coordinator of round k. We will show that the claim
holds for ' = &, i.e,, if ¢/ selects anew estimate value est’ in line 31 in round k, then est’ = est.

Since ¢ s-sends (est, DECIDE) in line 43 in round 7, ¢ executes the wait statement in line 40 only finitely
oftenin round r. Similarly, since ¢ executes line 31 in round k, ¢ executes the wait statement in line 25 only
finitely often in round .. Thus the following definitions are valid:

e seqy, thevalue of c_seq, just after ¢ executes the wait statement in line 40 for the last timein round r.

e A, the subset of processes from which ¢ has received (r, seqy, ACK) by the time ¢ exits the wait
statement in line 40 for the last timein round 7.

e R4, thevalue of set R, just after ¢ executes the wait statement in line 40 for the last timein round r.
e seqp, thevalueof c_seq, just after ¢ executes the wait statement in line 25 for the last timein round k.

e F, the subset of processes from which ¢ has received messages of the form (k, seq, *, *, ESTIMATE)
by the time ¢ exits the wait statement in line 25 for the last time in round k.

e Rp, thevalueof set R just after ¢ executes the wait statement in line 25 for the last time in round k.

We first claim that (1) processes in R4 crash before ¢ starts s-sending (r, seq 4, est, NEWESTIMATE) to any
process in round r (line 38). Indeed, just after ¢ executes line 40 for the last time in round r, we have that
R4 = R, (by thedefinition of R4) and R. = PrevR,. (by the condition inline 42). Therefore, PrevR, = R 4.
But all processes in PrevR, crashed before ¢ starts s-sending (r, seqy, est, NEWESTIMATE). So the claim
follows.
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Note that (2) |[A] > np + 1 (this is due to the guard in line 40). We now show that A N R4 = (). By the
previous claim, if aprocess p € R4 then p crashes before ¢ starts s-sending (r, seq,, est, NEWESTIMATE),
which happens before any process s-sends (r, seq4, ACK) to c¢. So p crashes before any process s-sends
(r, seq 4, ACK) to c. Since after a process crashes (and recovers) it can s-send only RECOVERED oOr DECIDE
messages, it followsthat p ¢ A. Thus, AN R4 = 0.

So, [AU Ry4| = |A| + |R4|. By the threshold used to collect Acksin lines 40-41, we have | A| > max(n, +
1I,n—np — |Ral),and thus (3) [AU Ra| > n — ny.

By analogous arguments we can show that (4) |E| > n, + 1 and (5) |E U Rg| > n — ny,.

We now show that £ N A # (). Suppose, for contradiction, that £ N A = (. By (3) and (4), we have
EN(AURy) #0. SnceENA = (), wehave ENRs # 0. Letp € EN Ry. Clearly, ¢ starts
s-sending (k, seqr, NEWROUND) to processes before p receives such a message, which happens before p
s-sends a message of the form (k, seqg, *, *, ESTIMATE) to ¢ (p s-sends such message because p € E),
which happens before p crashes (since after a process crashes and recovers, it can s-send only RECOVERED
or DECIDE messages), which happens before ¢ starts s-sending (r, seqy, est, NEWESTIMATE) tO processes
(thisfollows from the fact that p € R4 and Claim (1)). From all this, we conclude that ¢ starts s-sending (k,
seq;, NEWROUND) before ¢ starts s-sending (r, seq 4, est, NEWESTIMATE).

By (2) and (5), wehave AN (EU Rg) # 0. By an argument anal ogous to the above one, we can conclude that
c starts s-sending (r, seq 4, est, NEWESTIMATE) before ¢ starts s-sending (k, seqp, NEWROUND). Thisis
acontradiction. Hence, we conclude that £ N A # ().

Let p € E N A. By the definition of A, p s-sends (r, seq4, ACK) to ¢ in round r. Before doing so, p
updates ¢s,, to r (line 33 or 56). By the definition of E, for some est” and ts”, p s-sends (k, seqg, est”, ts”,
ESTIMATE) to ¢ inline 51 in round k. Since k > r and the value of ts, is nondecreasing, we have ts" > r.
Moreover, it is easy to see that ¢ does not receive any messages of the form (k, *, *, ts, ESTIMATE) with
ts > k. So, the timestamp ¢ that ¢ selectsin line 29 inround & issuch that » < ¢t < k. Let ¢ be the process
whose estimate value est’ is selected in line 31 in round k. Then in round k, ¢ s-sends (k, seqg, est’, t,
ESTIMATE). We claim that in round ¢, ¢ updates estimate, to est’ in line 31 or 56. Indeed, in round ¢, ¢
updates estimate, to some value est” and ¢ updates ts, to t. After that, ¢ does not change estimate, and
ts, before round k (because otherwise in round k, ts, would be different from ¢ and ¢ would not s-sends
(k, seq, est’, t, ESTIMATE)). Therefore est’ = est”’.

Since ¢ updates estimate, to est’ in round ¢ (line 31 or 56), it is easy to see that the coordinator of round ¢
selects est’ asthe new estimate value in line 31. By the induction hypothesis, we have est = est. Thisshows
the induction step. O

Lemma 10 If processes ¢ and ¢ s-send (est, DECIDE) and (est’, DECIDE) in line 43 in rounds r and 7/,
respectively, then est = est’.

Proof. Assume without loss of generality that 7/ > r. Since line 43 is executed only by the coordinator, ¢ and
¢ are the coordinators of rounds r and 1/, respectively. Since ¢ s-sends (est’, DECIDE) in line 43 in round
r’, ¢ selects est’ inline 31. By Lemma, est = est’. O

Lemma 11 (Uniform Agreement) No two processes decide differently.

Proof. Suppose that processes p and ¢/ decide on values est and est/, respectively. Process p decides est
in line 11 after receiving message (est, DECIDE). By a simple induction, some process must have s-sent
message (est, DECIDE) in line 43. Similarly, process ¢/ decides est’ in line 11, and so some process must
have s-sent message (est’, DECIDE) in line 43. By Lemma 10, est = est'. O
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Lemma 12 A process can start only finitely many rounds.

Proof. In order to obtain a contradiction, suppose that there are processes that start infinitely many rounds.
Let P be the set of al such processes. P contains only always-up processes, since a process that crashes does
not start any rounds ever again (even if it recovers). For any process p € P and any round r» > 1, p eventualy
starts around higher than r. Let r;' be the lowest round higher than r that p starts and let 7, be the highest

round lower than or equal to r that p starts. Then 1 < r, <r< r;f.

By the Accuracy property of ¢S, we can find atime 7' and an always-up process K such that after 7', K is
never suspected by any good process and the epoch number of K at every good process stops changing.

Let » be around such that (1) K is the coordinator of round r, and (2) no process in II \ P starts a round
higher than r, and (3) for every p € P, p starts round r; after time 7". Such round clearly exists because
processesinII \ P start only finitely many rounds and processes in P start infinitely many rounds.

Let p be the first process to start around higher than r. By (2), p € P and by the definition of »~ and r;, P
selects round r;7 when it executes line 71 in round ;. Thisimpliesthat r, = r: indeed, if r;~ < r then p
does not select round r; in line 71; instead, it selects a round number that is at most r since (@) p trusts the
coordinator K of round r (by (3) and the definitions of 7" and K), and (b) K ¢ R, (since K is aways-up),
and (c) p does not receive any messages of a round higher than r (since p is the first process to start a round
higher than ). Sor, = r. By (3), p tartsround r after time 7". By (1) and the definition of 7" and K, while p
isinround r, condition K € d.trustlist \ R, inline 66 evaluates to true and condition (K ¢ d.trustlist \ R,
or d.epoch|K] < d'.epoch|K]) in line 68 always evaluates to false. Since p starts around higher than r, it
does not loop forever in lines 67—68. So p eventually receives a message of around higher than » while in
round r. This contradicts the fact that p isthe first process to start around higher than r. O

Definition 5 We say that an always-up process p blocks in round r if p starts round r but p does not start a
higher round, and p never decides.

Lemma 13 If an always-up process p blocks in round r, then in this round its skip. round task loops forever
in lines 67-68.

Proof. Clearly, while process p isinround r, itstask skip. round must loop forever in lines 6768 or in line 70
(otherwise p starts around higher than ). By the Accuracy property of ©§, p eventualy trusts some always-
up process c forever. Moreover ¢ € R, since c never crashes. So p cannot loop forever in line 70. Therefore
p loops forever in lines 67—68. O

Lemma 14 Suppose an always-up process p proposes but never decides. If p receives a message of round r,
then eventually p starts some round +/ > r.

Proof. In order to obtain a contradiction, suppose that p never starts any round 7 > r. Since p proposes, p
starts some round (namely, round 1). Since p does not decide, p blocksin someround # < r. By Lemma 13,

whilein round r the skip_round task of p loops forever in lines 67—68. Since p receives a message of round
r, p eventually exits the loop in lines 67-68 — a contradiction. O

Definition 6 We say that an eventually-up process stabilizes at time ¢t if it recovers at time ¢ and does not
crash afterwards. By convention, we say that an always-up process stabilizes at time 0.

Lemma 15 Let p and ¢ be two good processes. If (1) p s-sends m to ¢ after p stabilizes, (2) m isthe last
message p s-sendsto ¢, and (3) p does not decide after p stabilizes, then ¢ receives m from p infinitely often.
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Proof. By (1), (2) and (3), p sends m to ¢ infinitely often in task retransmit (line 7). By the Fair Loss
property of links, ¢ receives messages from p infinitely often. Note that m isthe only message that p sends to
q infinitely often: thisis because (1) in task retransmit, p eventually sends no message different from m to ¢,
and (2) outside task retransmit, p can only send messages of the form (x, DECIDE) (line 13); however, such
messages are sent only finitely often since p does not decide after p stabilizes. Therefore, by the No Creation
and Finite Duplication properties of links, ¢ receives from p only finitely many messages different from m.
Since ¢ receives messages from p infinitely often, it follows that ¢ receives m from p infinitely often. a

Lemma 16 Suppose p and g are good processes. If p decides after p stabilizes and p receives non-DECIDE
messages from ¢ an infinite number of times, then eventually ¢ decides after ¢ stabilizes.

Proof. After p stabilizes and decides, every time p receives a non-DECIDE message from ¢, p sends a DECIDE
message to ¢ (line 13). Therefore p sends DECIDE messages to ¢ infinitely often. Moreover, this is the only
message that p sends to ¢ infinitely often (since after p decides, it terminates all tasks). By the link properties,
this implies that ¢ receives DECIDE messages from p infinitely often. Thus, eventually ¢ decides after ¢
stabilizes. O

Lemma 17 If an always-up process p blocks in a round r, then the coordinator ¢ of this round is also an
always-up process. Moreover, if p £ ¢ then ¢ receives messages of round » from p infinitely often.

Proof. Note that if p = ¢ then the lemma holds trivially. So assume that p # ¢. We first prove that c is a
good process. In order to obtain acontradiction, suppose that ¢ isbad. By the Completeness and Monotonicity
properties of ©S., eventually either ¢ is suspected by p forever, or the epoch number of ¢ at p is nondecreasing
and unbounded. Therefore, in round r, p eventually exitstheloop in lines 67—68. This contradicts Lemma13.
So ¢ isagood process.

We now claim that ¢ receives messages of round » from p infinitely often. To show the claim, first note that in
round r, p S-sends at least one message (r, WAKEUP) to c. If p s-sendsonly finitely many messages in round
r, then let m be the last message p s-sendsto ¢. By Lemma 15, ¢ receives this message from p infinitely
often and this shows the claim. If p s-sends infinitely many messages in round r, then p sends infinitely
many messages of round r to c. Moreover, p sends only finitely many messages that are not of round r: thisis
because (1) in task retransmit, p eventually sends only messages of round r, and (2) outside task retransmit,
p can only send messages of the form (x, DECIDE), and such messages are never sent since p never decides.
By the link properties, thisimplies that ¢ receives messages of round r from p infinitely often. This showsthe
claim.

We now provethat ¢ isan always-up process. In order to obtain acontradiction, suppose that ¢ isan eventually-
up process. If ¢ decides after ¢ stabilizes then by Lemma 16 p eventually decides, and this contradicts the
assumption that p blocks in round . So ¢ does not decide after ¢ stabilizes. Then ¢ s-sends a RECOVERED
message to p after ¢ stabilizes, and thisisthe last message ¢ s-sendsto p. By Lemma 15, p eventually receives
this message and adds c to R,,. So eventually condition ¢ ¢ d .trustlist \ R, inline 68 istrue. Therefore, in

round r, p’s skip_round task cannot loop forever in lines 67—68. This contradicts Lemma 13. Hence c isan
aways-up process. O

Lemma 18 If the coordinator ¢ of round r is always-up and blocks in round r, then ¢ waits forever at line 25
or 40.

Proof. Since ¢ isthe coordinator of round r and ¢ blocks in round r, ¢ loops forever in lines 22—-28 or 3642,
because otherwise ¢ s-sends a DECIDE message to itself (line 43) and then decides (line 11). Since set R,
is finite and ¢ never removes any process from R,, eventually condition R. = PrevR, inlines 28 or 42 is
aways true. Therefore, ¢ waits forever at line 25 or 40. O
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Lemma 19 Suppose every always-up process proposes. |f some good process p decides after p stabilizes,
then eventually every good process ¢ decides after ¢ stabilizes.

Proof. In order to obtain a contradiction, suppose that every always-up process proposes and some good
process p decides after p stabilizes, but there is some good process ¢ that does not decide after ¢ stabilizes.
Let Q be the set of good processes ¢ such that ¢ does not decide after ¢ stabilizes.

We first claim that () contains only aways-up processes. In order to obtain a contradiction, suppose that
q € @ for some eventually-up process ¢q. Then after ¢ stabilizes, ¢ s-sends a RECOVERED message to al
processes, and in particular to process p. Thisis the last message ¢ s-sendsto p. By Lemma 15, p receives
RECOVERED messages from ¢ infinitely often. By Lemma 16, ¢ eventually decides after ¢ stabilizes. This
contradicts the assumption that ¢ € Q.

So () contains only always-up processes. By Lemma 12, for every g € @, ¢ can start only finitely many
rounds. Since ¢ proposes, ¢ blocks in some round r,. Let r = max{r, | ¢ € Q}, and let ¢ € ) be aprocess
that blocks in round 7.

e Case l: ¢ isthe coordinator of round r. By Lemma 18, g waits forever at line 25 or 40. Before ¢ waits
forever, it s-sends a non-DECIDE message to p (line 24 or 38). By Lemma 15, p receives this message
infinitely often. By Lemma 16, ¢ eventually decides after ¢ stabilizes. This contradicts the fact that

q€Q.

e Case 2: ¢ isnot the coordinator of round r. Let ¢ # ¢ be the coordinator of round . By Lemma 17, ¢
is an always-up process and ¢ receives messages of round r from ¢ infinitely often. If ¢ decides after ¢
stabilizes, then by Lemma 16, ¢ decides after ¢ stabilizes and this contradicts the fact that ¢ € Q). So
¢ does not decide after ¢ stabilizes. Since c is aways-up, ¢ never decides. By Lemma 14, eventualy ¢
startsaround »’ > r. Since ¢ € @, by the definition of r, we have that 7/ < r. Thus7’ = r and so ¢
blocksin round r. By Case 1, ¢ eventually decides — a contradiction. O

Henceforth, assume that at most r;, processes are bad, and more than ny, processes are always up.

Lemma 20 If every always-up process proposes a value, then eventually some always-up process decides.

Proof. In order to obtain a contradiction, suppose that no always-up process decides. By Lemma 12, every
always-up process p can start only finitely many rounds. Since p proposes, p blocks in some round 7,. Let
r = max{r, | p isaways-up} and let p be an always-up process that blocks in round .

e Casel: pisthe coordinator of round r.
By Lemma 18, p waits forever at line 25 or 40.

e Case l.1: p waitsforever at line 25.
Let seq be the value of c_seq,, when p waits forever at line 25.

We first show that for every always-up process ¢, eventualy p receives (r, seq, estimate,, tsq, ESTI-
MATE) from ¢. Process p s-sends (r, seq, NEWROUND) to ¢ (line 24) before p waits forever at line 25.
We claim that ¢ receives this message from p and ¢ eventually starts round r. Indeed, if ¢ = p, then
p receives this message from itself (line 4) and p starts round r by definition. If ¢ # p, then (r, seq,
NEWROUND) isthe last message p s-sendsto ¢q. By Lemma 15, ¢ eventually receives this message. By
Lemma 14, g eventualy starts around ' > r. By the definition of r, we have that v/ < r. Thusr’ = r
and so ¢ starts round r.
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Process ¢ cannot receive a NEWESTIMATE message of round r from p, because p waits forever at
line 25 and never s-sends NEWESTIMATE messages. So the guard in line 53 is dways false. Thus ¢
loopsforever in lines 48-53. Since eventually g receives (r, seq, NEWROUND) from p and seq > 0 isthe
largest value of variable c_seq, inround r, eventually g s-sends (r, seq, estimate,, tsq, ESTIMATE) tO
p (line 51) and sets maz_seq, to seq (line 52). We claim that p eventually receives this message from g.
Indeed, if ¢ = p, then p receives this message from itself (line 4). If ¢ # p, then (r, seq, estimateg, tsq,

ESTIMATE) isthe last message ¢ s-sendsto p. By Lemma 15, p eventually receives this message from
q. Therefore for every always-up process ¢, eventualy p receives (r, seq, estimate,, tsq, ESTIMATE)

from q.

Since there are more than r;, processes that are always up, eventually p receives (r, seq, estimate,, tsq,
ESTIMATE) from at least n, + 1 processes. Moreover, for every eventually-up process ¢, g does not
decide after ¢ stabilizes, otherwise by Lemma 19 every always-up process decides. After ¢ stabilizes,
g S-sends a RECOVERED message to al (line 75). By Lemma 15, p eventually receives this message
from ¢. When p receives this message from ¢, p adds ¢ to set R, (line 9). So eventually R, contains
al eventually-up processes. Since at most n, processes are bad, eventually the number of aways-up
processesisat least n — n, — | R,|. Therefore, eventualy p receives (r, seq, estimateg, tsq, ESTIMATE)
from at least n — n, — |R,| processes. Hence the guard in line 25 is true forever, and p cannot wait
forever at line 25 — a contradiction.

e Case 1.2: p waitsforever at line 40.

Let seq be the value of c_seq,, when p waits forever at line 40.

By an argument analogous to the one in Case 1.1, we can show that: (1) for every always-up process
q, p receives (r, seq, ACK) from ¢; (2) eventually R, contains all eventually-up processes. Therefore,
since at most n;, processes are bad, and more than r;, processes are always up, p receives (r, seq, ACK)
from max(ny, + 1,n —ny, — |R,|) processes. Hence p cannot wait forever at line 40 — a contradiction.

e Case 2: pisnot the coordinator of round 7.

Let ¢ # p be the coordinator of round . By Lemma 17, ¢ is an always-up process and ¢ receives
messages of round r from p infinitely often. By Lemma 14, ¢ eventually starts around 7 > r. By the
definition of r, we have that ¥ < r. Thusr’ = r and so ¢ blocks in round r. In Case 1, we showed that
the coordinator of round r does not block in round » — a contradiction. O

Corollary 21 (Termination) If all good processes propose a value, then they all eventually decide!®

Proof. By Lemmata 19 and 20.

Proof of Theorem 7. Immediate from Lemmata 8 and 11, and Corollary 21.

7 Solving Consensus with Stable Storage

We now present a consensus algorithm that uses stable storage and <&,. It requires a mgjority of good
processes and works in systems with lossy links. If the good processes are not a majority, a magjority of
processes may crash permanently, and so consensus cannot be solved even with &P and reliable links [3].
Note that requiring a majority of good processes is weaker than requiring n, > ny, and this is where having
stable storage pays off.

8In fact, it is clear that the following stronger property holds: if all always-up processes propose, then every good process decides
after it stabilizes.
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For every process p:

1

51
52
53

55
56

57
58
59
60
61
62

Initialization:

for all ¢ € IT\ {p} do zmitmsg[q] — L
Tos-send mtogq:

if ¢ # p then zmitmsg[q] < m; send m to q else smulate receive m from p
Task retransmit:

repeat forever

for all ¢ € I\ {p} doif zmitmsg[q] # L then send zmitmsg|q] to ¢

upon propose(vp): {p proposes v, by writing it into stable storage}

(rp, estimatey, tsp) — (1,vp,0)

fork task {4phases, retransmit}
Task 4phases:

store {rp}; ¢p «— (rp mod n) + 1; fork task {skip_round, participant}

if p = ¢, then fork task coordinator

14 Task coordinator: 31 Task participant:

15 {Phase NEWROUND} 2 {Phase ESTIMATE}

16 if tsp # rp then 33 if tsp # rp then

17 s-send (r,, NEWROUND) to al 34 s-send (rp, estimate,, tsp, ESTIMATE) tO ¢,
18 wait until [ received (rp, estimateq, tsq, 35 wait until [ received (r;, estimate., ,
19 ESTIMATE) from [(n + 1)/2] processes] 36 NEWESTIMATE) from ¢, ]

20 t — largest ts, such that p received 37 if p # ¢, then

21 (rp, estimateq, tsq, ESTIMATE) 38 (estimatey, tsp) < (estimatec,,rp)
2 estimate, < select one estimateq suchthat 39 store { estimatey, tsp}

23 p received (r,, estimateq, t, ESTIMATE)

24 tsp < Tp

25 store { estimate,, tsp}

26  {Phase NEWESTIMATE} 4 {Phase ACK}

27 s-send (rp, estimate,, NEWESTIMATE) to al 4 s-send (rp, ACK) to ¢,

wait until [ received (r,,, ACK) from
[(n+1)/2] processes]
s-send (estimate,, DECIDE) to all

Task skip_round:
d— D, {query ¢S, }
if ¢, € d.trustlist then
repeat d' — D, {query ¢S..}
until [ ¢, & d'.trustlist or d.epoch[cp] < d'.epoch|cp] or received some message (r,...) suchthatr > 7, |
terminate task {4phases, participant, coordinator } {@bort current round}
repeat d < D, until d.trustlist # ( {query ¢S, to go to ahigher round}

rp < thesmallest r > r;, such that [(r mod n) + 1] € d.trustlist and r > max{r’| p received (r',...)}
fork task 4phases

upon receive m from ¢ do

if m = (estimate, DECIDE) and decide(—) has not occurred then {check stable storage about decide}
decide(estimate) {decide islogged into stable storage}
terminate task {skip_round, 4phases, participant, coordinator, retransmit}

if m # (—, DECIDE) and decide( estimate) has occurred then {check stable storage about decide}

send (estimate, DECIDE) t0 ¢

upon recovery:
for all ¢ € IT\ {p} do zmitmsg[q] — L
if propose(v,) has occurred and decide(—) has not occurred then {check stable storage about propose and decide }
retrieve {r,, estimatep, tsp }
if r, = 1L thenr, — 1;if estimate, = L then (estimate,, tsp) «— (vp,0)
fork task {4phases, retransmit}

Figure 4: Solving Consensus with Stable Storage using ¢S,
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The basic structure of the algorithm (given in Fig. 4) isasin [3, 4] and consists of rounds of 4 phases each
(task 4phases). In each round r, initially the coordinator ¢ broadcasts a NEWROUND message to announce a
new round, and each process sends its current estimate of the decision value — together with atimestamp in-
dicating in which round it was abtained — to ¢; ¢ waits until it obtains estimates from amajority of processes;
it selects one with the largest timestamp and sends it to all processes; every process that receives this new es-
timate updates its estimate and timestamp accordingly, and sends an acknowledgement to ¢; when c receives
this acknowledgement from a mgjority of processes, it sends its estimate as the decision to all processes and
then it decides. Once a process decides, it stops tasks 4phases and retransmit, and enters a passive state in
which, upon receipt of a message, the process responds with the decision value.

A round r can be interrupted by task skip.round (which runs in parallel with tasks coordinator and partici-
pant): a process p aborts its execution of round r if (1) it suspects the coordinator ¢ of round r, or (2) it trusts
¢ but detects an increase in the epoch number of ¢, or (3) it receives a message from around 7 > r. When p
aborts round r, it jumps to the lowest round +/ > r such that p trusts the coordinator of round + and p has not
(yet) received any message with around number higher than ».

In each round, a process p accesses the stable storage twice: first to store the current round number, and later
to store the new estimate and its corresponding timestamp. Upon recovery, p reads the stable storage to restore
its round number, estimate, and timestamp, and then restarts task 4phases with these values.

Notethat in round 1, the coordinator ¢ can simply set its estimate to its own proposed value and skip the phase
used to select a new estimate (Phase NEWROUND). It is also easy to see that the coordinator does not have to
store its round number in stable storage in this case. We omit these obvious optimizations from the code.

The following regions of code are executed atomically: lines 22—-25 and 38-39.

Theorem 22 The algorithm of Fig. 4 satisfies the Uniform Validity and Uniform Agreement properties of
uniform consensus. If a majority of processes are good then it also satisfies the Termination property.

The proof of thistheorem has asimilar structure as the proof of Theorem 7, and is given in Appendix C.

8 Performance of the Consensus Algorithms
8.1 Timeand Message Complexity in Nice Runs

We analyze the complexity of our algorithms with the optimization in which, in round 1, the coordinator
chooses its own estimate and sends it without waiting for estimates from other processes. In most executions
of consensus in practice, N0 pProcess crashes or recovers, no message is lost, the failure detector does not
make mistakes, and message delay is bounded by some known ¢ (including the message processing times).
In such “nice” executions, our two algorithms (with and without stable storage) achieve consensus within
34: it takes one § for the coordinator to broadcast NEWESTIMATE messages, one ¢ for processes to respond
with Acks, and another ¢ for the coordinator to broadcast DECIDE messages. By adding appropriate delays
in the retransmit task, so that a message is retransmitted only 24 time units after it is sent, processes send a
total of 4(n — 1) messages: in the agorithm of Section 6, there are n — 1 messages for each of WAKEUP,
NEWESTIMATE, ACK, and DECIDE; in the agorithm of Section 7, there are n — 1 messages for each of the
types ESTIMATE, NEWESTIMATE, ACK, and DECIDE.

In contrast, in nice executions the consensus algorithms of [10, 7] reach decision within 2§ and with O(1?)

messages. S0, compared to our algorithms, they gain one ¢ in the decision time, at the cost of increasing
the message complexity from O(n) to O(n?). Roughly speaking, this is achieved by distributing the task
of collecting ACK’s: in our algorithms, the ACK’s are sent to the coordinator who counts whether there are
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enough of them to send a DECIDE to al (this takes 26 and O(n) messages), while in [10, 7] every ACK is
broadcast to all processes: each process can then do the counting and deciding by itself (this takes one ¢ and

O(n?) messages).

8.2 Quiescence

An algorithm is quiescent if eventually all processes stop sending messages [1]. It is clear that no consensus
algorithm can be quiescent in the presence of unstable processes (each time such aprocess recovers, it must be
sent the decision value, at which point it may crash again and lose this message; this scenario can be repeated
infinitely often). If no processis unstable, our consensus algorithms are quiescent despite process crashes and
message losses (provided all good processes propose a value).

9 Repeated Consensus

In Sections 6 and 7, and Appendix A, we give agorithms that solve a single instance of consensus. Thisis
appropriate for settings where for each instance of consensus, a distinct set of processes is created to execute
it (for example, an application may spawn a new set of processes for each consensus that it wants to do). In
other settings, it is necessary for the same set of processes to execute repeated (and concurrent) instances of
consensus. We now describe how to modify our algorithms to handle this case.

To separate the multiple instances of consensus, each instance must have aunigque identifier, and all proposals,
decisions, and messages associated with a particular instance of consensus are tagged with the corresponding
identifier. This is the only change necessary for the consensus algorithm that uses stable storage (shown in
Fig. 4 in Section 7).

For the algorithms that do not use stable storage (Fig. 2 in Section 6 and Fig. 6 in Appendix A), we can also
apply the above modification, except that RECOVERED messages are not tagged with instance identifiers (such
messages cannot be tagged since a process that recovers has lost al its state). In principle, this modification
till works, but in this case the resulting algorithms are not practical because of the following reasons.

A process that recovers from a crash stops participating in all subsequent instances of consensus. For along-
lived application thisisimpractical, since every processis likely to crash and recover at least once during the
life of the application, and so eventually no process will remain to run new instances of consensus. Moreover,
when a process recovers from a crash, it repeatedly sends a RECOVERED message to get the decision values
that it may have “missed” while it was down. When a process receives such a message, it replies with all the
decision values that it knows — thisis also impractical.

To solve the above problems, we now assume that stable storage is available, but each process usesit only to
store its proposal's and decisions (processes do not use it to store any intermediate state, and so, by Theorem 4,
solving consensus still requires that n, > np). When a process recovers from a crash, it first checks its stable
storage to determine which instances of consensus it was executing when it crashed, i.e., the instances for
which it proposed a value but did not yet decide. Then, for each such instance I, it sends a RECOVERED
message tagged with I, and stops participating in 1. With such messages, each process p can now maintain
aset Rlﬁ of processes that it knows to have crashed and recovered while executing instance I, and it uses Ii
instead of R,,. Rzﬁ isinitialized to the empty set when p proposes a value for instance I, and is updated every
time p receives a RECOVERED message tagged with 1. Finally, if a process receives a RECOVERED message
tagged with I and knows the decision value of instance I, then it replies with this decision value.

With these modifications, a process that crashes and recovers can participate in subsequent instances of con-
sensus. Moreover, the algorithm no longer requires that at least n, + 1 processes be always up throughout the
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lifetime of the system. Instead, it is sufficient that for each instance I of consensus, at least n, + 1 processes
remain up from the time they propose avalue for I (to the time they all decide).

10 Transforming ¢S, into ¢S,

Figure 5 shows an algorithm to transform D € <8, into D' € ©8,.1* This transformation works in any
asynchronous system with crash and recoveries, provided amgjority of processes are good. It does not require
any stable storage.

Recall that both D and D’ require the existence of agood process K such that K is eventually trusted forever
by all good processes and K’'s epoch number at all good processes stops increasing. The difference between
D and D' is that, while D alows unstable processes to suspect K or to keep increasing K's epoch number,
D’ requires all unstable processes to eventually trust K forever and to stop increasing K's epoch number.

We now explain the main ideas of the algorithm. The output of D' consists of atrustlist, and epoch numbers
for each process on that list. The algorithm maintains the trustlists of T as follows. At each process p,

initially and every time p recovers, the trustlist of p includes all processes. Process p removes a process from
its D'-trustlist only if it finds out that a majority of processes D-suspect this process. With this scheme, if a
process K is D-trusted by all the good processes, then K will be D-trusted by p — even if p is unstable —

asrequired by D' € ©8,,.

How does p maintain an epoch number for each process in its D-trustlist? A naive approach would be for
p to increment the D’-epoch number of a process ¢ every time p finds out that the D-epoch number of ¢
has increased at a majority of processes. But this does not work, as we now explain. Let « be an unstable
process. Suppose that: (&) n/4 good processes D-suspect u, (b) n/4 + 1 good processes D-trust u while
continually increasing its D-epoch number, and (c) al other processes have crashed permanently. In this case:
(1) there is no majority that D-suspects u, and (2) there is ho majority that D-trusts « and increments its
D-epoch number. From (1), a good process p keeps D'-trusting u (see previous paragraph). From (2) and
the naive way of generating the T'-epoch numbers, the D’'-epoch number of u at p stops changing. So p
keeps D’-trusting u and stops increasing its D'-epoch number — aviolation of the Completeness property of
D € OS,.

To overcome this problem, p increases the T'-epoch number of a process ¢ every time it finds out that the
number of processes that “dislike” ¢ is a mgjority; a process didlikes ¢ if it D-suspects ¢ or it D-trusts ¢ but
increases its D-epoch number. This scheme ensures that the D' -epoch number of u keeps on increasing. This
also ensures that the 7’-epoch number of K stops changing.

In the algorithm, p stores in latest,[q] the latest output of D that p received from ¢ (it isinitialized to ).
Theorem 23 If amajority of processes are good, then the algorithmin Fig. 5 transforms ¢ & into ¢8,,.

We now proceed with the proof. Assume that a majority of processes are good. Throughout this proof, let
K be some process such that eventually: (1) K is permanently D-trusted by al good processes and (2) the
D-epoch number of K at each good process stops changing. The existence of K is guaranteed by the accuracy
property of D € ©8..

Lemma 24 (Monotonicity) At every good process, eventually the TV-epoch numbers are nondecreasing.

¥As explained in [3], atransformation algorithm T . uses failure detector D to maintain at each process p a variable D, that
emulates the output of D’ at p.
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1 For every process p:
2 Initialization and upon recovery:
3 D;.trustlist —II
4 for all ¢ € I1 do
5 D,,.epoch|q] < 0; epoch,,[q] « 0; dislike,[q] « 0; latestpq] — L
6 repeat forever
7 dp — Dy {query D}
8 send d,, to al processes
9 upon receive d, from g do
10 for all » € I do
1 if r & dg.trustlist or (latestp[q] # L and r € latest,|q].trustlist and dq.epoch[r] > latesty|q).epoch[r])

{p determinesif ¢ dislikes r (i.e., ¢ does not D-trust r or ¢ increased the D-epoch number of r)}
12 then dislike,[r] — dislike,[r] U {q}
13 if |dislike,[r]] > n/2 then {if amgjority dislikes r, p increases the D’-epoch number of r}
14 dislikep[r] «— 0
15 epoch,,[r] < epoch,[r] +1
16 latestp[q] «— dg
17 D, .trustlist «— {s : |{r : latestp[r] # L and s ¢ latest,[r].trustlist}| < n/2}

{output D’-trust list: p D’-trusts all the processes that are not D-suspected by a majority }

18 for all r € D,,.trustlist do
19 Dj,.epoch[r] < epoch,,[r] {output D’-epoch numbers}

Figure 5: Transforming D € ¢S, into D’ € ©S,,

Proof. Clear because, after a good process p stabilizes, for every process g, epoch,[q] can only be incre-
mented. O

Lemma 25 For every good process g, eventually g permanently D-trusts K.

Proof. Suppose for a contradiction that g T'-suspects K infinitely often. Good processes send messages to
g infinitely often, so by the Fair Loss property of links, g receives messages from good processes infinitely
often. Thus, g executes line 17 infinitely often as well. When g executes line 17, it D-suspects K precisely
if there is amajority of processes ¢ such that latesty[q] # L and K ¢ latesty[q].trustlist. Since thereis a
majority of good processes, every timethat g executes line 17 and -suspects K, there is some good process
g suchthat K ¢ latest,[q].trustlist. Thus, for some good process ¢, K ¢ latest,[q].trustlist holds infinitely
often.

Since ¢ isgood, eventually K ispermanently D-trusted by ¢. Then, by the No Creation and Finite Duplication
properties of links, eventually ¢ receives no message d, from ¢ with K ¢ d,.trustlist. Since g receives an
infinite number of messages from ¢, eventually K € latest,[q|.trustlist holds forever — acontradiction. O

Lemma 26 For every unstable process u, eventually whenever u isup, u D-trusts K.

Proof. Suppose for a contradiction that « D'-suspects K infinitely often. Every time u recovers, u Sets
D,,.trustlist to 11, and so since u D'-suspects K infinitely often, it must execute line 17 infinitely often
as well. When u executes line 17, it T'-suspects K precisely if there is a majority of processes ¢ such
that latest,[q] # L and K & latest,[q].trustlist. Since there is a mgjority of good processes, every time
that u executes line 17 and D'-suspects K, there is some good process ¢ such that latest,[q] # L and
K ¢ latesty[q).trustlist. Thus, for some good process q, (1) latest,[q] # L and (2) K & latest,[q].trustlist
hold infinitely often.

When u recovers, it sets latest,[q] to L and, since (1) holds infinitely often, « must set latest,[q] to a non-
1 value infinitely often. So u receives messages from ¢ infinitely often. Since ¢ is good, eventually K is
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permanently D-trusted by ¢. Then, by the No Creation and Finite Duplication properties of links, eventually
u receives no message d from ¢ with K ¢ d.trustlist. Since u receives messages from ¢ infinitely often,
eventually K € latest,[q].trustlist holds forever. This contradicts the fact that (2) holdsinfinitely often. O

Lemma 27 For every good or unstable process p, eventually K’ s epoch number at p stops changing.

Proof. Suppose for a contradiction that K’'s epoch number at p never stops changing. Then p increments
epoch,[ K] inline 15 infinitely often. So, |dislike,[K]| > n/2 holds infinitely often, and dislike, K] is reset
to () infinitely often. Thisimplies that there exists a majority M of processes such that for every ¢ € M, p
infinitely often receives a value d, from ¢ such that either (1) K ¢ d,.trustlist or (2) (latesty[q] # L and
K € latesty[q].trustlist and dy.epoch[K] > latestp[q].epoch[K]). Since a majority of processes is good,
there exists a good process ¢ € M. By the No Creation and Finite Duplication properties of the links, ¢
infinitely often sends a value d, such that either (1) or (2) holds. This implies that either ¢ D-suspects K
infinitely often or the D-epoch number of K at ¢ increases infinitely often. Since ¢ is a good process, this
contradicts the definition of K. O

Henceforth, let b be a fixed bad process. The Completeness and Monotonicity properties of ©&§ guarantees
that for each good process g either (1) eventually g permanently D-suspects b; or (2) eventualy the D-epoch
number of b at ¢ is nondecreasing and unbounded.

Lemma 28 For every good processes p and ¢, line 11 evaluates to true infinitely often for r» = b.

Proof. First notethat line 11 isexecuted an infinite number of times since p receives messages from ¢ infinitely
often (thisfollows from the Fair Loss property of links). Suppose that condition b ¢ d;.trustlist doesnot hold
infinitely often. Then eventually b € d,.trustlist holds forever. So, eventually al failure detector values that p
receives from ¢ contain b initstrustlist. Since p eventually stops crashing, eventually conditions latest,[q] #
1 andb € latesty[q].trustlist arealwaystrue. Moreover, by the No Creation and Finite Duplication properties
of links, ¢ infinitely often sends failure detector values containing b in its trustlist. Therefore g D-trusts b
infinitely often. By the Completeness and Monotonicity properties of &, eventually the D-epoch number
of b at ¢ is nondecreasing and unbounded. This implies that d,.epoch[b] > latesty[q].epoch[b] evaluates to
truein line 11 an infinite number of times. O

Lemma 29 For every good process g, epoch,[b] is unbounded.

Proof. Let ty be the time after which g does not crash. After ¢, epoch[b] is nondecreasing. For every good
process ¢, g receives messages from ¢ infinitely often, so it executes line 11 infinitely often aswell. So, by
Lemma 28, ¢ is added into set dislikey[b] an infinite number of timesin line 12. By the assumption that a
majority of processes are good, | dislike, [b]| > n/2 evaluatesto true infinitely often and thus epoch, [b] grows
unboundedly. O

Lemma 30 For each good process g, either (1) eventually g permanently T-suspects b; or (2) the D’-epoch
number of b at ¢ is unbounded.

Proof. Let g be any good process and suppose that (1) does not hold. Therefore g D-trusts b an infinite
number of times. Every time g D'-trusts b, it sets the D’-epoch number of b to epoch,[b]. The result now
follows from Lemma 29. O

Proof of Theorem 23. The Monotonicity property of D' follows from Lemma 24. Strong Accuracy follows
from Lemmata 25, 26 and 27. Completeness follows from Lemma 30. O
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Appendix

A Solving Consensus without Stable Storage using ¢S,

Figure 6 shows the algorithm that solves consensus without stable storage using ©& (it is less efficient than
the one that uses ¢S, in Section 6). This agorithm always satisfies the Uniform Agreement and Validity
properties of uniform consensus, and if the number of processes that are aways up is more than n,, then it
also satisfies the Termination property.

In each round %, each process p starts by repeatedly sending its estimate to the current coordinator ¢ (this esti-
mate is called the k-suggestion of p). When ¢ receives a k-suggestion, it responds with the first k-suggestion
that it received. Process p waits for a response from the coordinator until it suspects ¢ or detects an increase
in the epoch number of c. If p receives aresponse from ¢, it updates its estimate to that value. Then, p sets
its report[k] variable to its current estimate — this is the k-report of p. After this, p collects the k-reports
of other processes (the collect procedure is explained below). If al the collected k-reports are for the same
value, then p setsits proposal [k] variable to that value; otherwise, p setsit to special value “\” (which cannot
be one of the proposed values) — this is the k-proposal of p. Then, p collects the k-proposals of other pro-
cesses. If some collected k-proposal w is different from A, then p sets its estimate to w (we will show that it
cannot collect two distinct k-proposals different from X). Moreover, if all collected k-proposals are for w, p
decides w.

When a process recovers from a crash, it stops participating in the algorithm except that: (1) it periodically
broadcasts a RECOVERED message, and (2) if asked to act as the coordinator for some round r (by receiving
an r-suggestion) it will do so. When a process p receives a RECOVERED message from some process g, it
adds g to aset R, of processes known to have recovered.

To collect k-reports, a process p invokes procedure collect(REPORT). In this procedure, p repeatedly sends
requests for the k-reports of other processes; when a process receives such arequest, it sends back its k-report
if it isdifferent from _L. After p has received k-reports from max(rn, + 1,n — ny, — |R,|) processes, it checks
whether during the collection of k-reports it detected the recovery of a process that never recovered before
(R, # PrevR,). If s0, p restarts the collection of k-reports from scratch; else, p returns from procedure
collect(REPORT). Process p collects k-proposals in asimilar way.

To illustrate the main ideas of the algorithm, we made two simplifications. First, we did not require that all
good processes decide: in fact, this agorithm only guarantees that all always-up processes eventually decide.
Second, we assumed that links satisfy the following Per-Message Fair Loss property (instead of the Fair
Loss property of Section 2.5): if a process p sends a message m to a good process ¢ an infinite number of
times, then ¢ receives m from p an infinite number of times® We later remove these two simplifications by
modifying the algorithm so that: (1) all good processes eventually decide (and eventually stop executing the
algorithm), and (2) the algorithm works with links that satisfy the Fair Loss property of Section 2.5.

Theorem 31 The algorithm of Fig. 6 satisfies the Uniform Validity and Uniform Agreement properties of
uniform consensus. Moreover, suppose that at most n, processes are bad, more than n;, processes are always
up, and links satisfy the Per-Message Fair Loss property. If all always-up processes propose a value, then
they all eventually decide.

The proof follows.

BThe Fair Loss and Per-Message Fair Loss properties of links are called Weak Loss Limitation and Strong Loss Limitation,
respectively, in [8].
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For process p:

A W N R

Initialization:
rp < 0; Ry «— 0
for all i € N do
report ,[i] + L; proposal [i] « L; coord_esty[i] + L
upon propose(vp): {p proposes v, viaan externa input containing v, }
repeat forever
rp—1rp+1
cp +— (rp mod n) + 1
repeat send (r,, vp, SUGGESTION) tO ¢,
until [ for some w receive (rp,, w, ESTIMATE) from ¢, or suspect ¢, or epoch number of ¢, increases ]
if for some w receive (rp, w, ESTIMATE) from ¢, then v, — w
report [rp] < vy
RV p[rp] < collect(REPORT)
if for some w, RV ,[rp] = {w} then proposal ,[rp] < w else proposal ,[rp] «— A
PV ,lrp] < collect(PROPOSAL)
if forsomew # X\, w € PVy[r,] thenv, «— w
if for somew # A, PV ,[rp] = {w} then decide(w)
procedur e collect(valtype)
seq, — 0
repeat
PrevR, — Rp; seq, < seq, + 1
repeat send (rp, seq,,, valtype, REQUEST) to al
until [ received messages of the form (ry, seq,,, *, valtype) from max(ny, + 1,n — ny — | R,|) processes ]
until R, = PrevR,
return({ v : received (rp, seq,, v, valtype) })
upon receive RECOVERED from g do
Ry — Rp U{q}
upon receive (rq, vq, SUGGESTION) from ¢ do
if coord_estp[ry] = L then coord_esty[rq] «— vq
send (rq, coord_estp[rq], ESTIMATE) t0 ¢
upon receive (rq, seq,, REPORT, REQUEST) from ¢ do
if report ,[rq] # L then send (ry, seq,, report,,[rq], REPORT) t0 ¢
upon receive (rq, seq,, PROPOSAL, REQUEST) from ¢ do
if proposal ,[rq] # L then send (rq, seq,,, proposal ,[r4], PROPOSAL) t0 q
upon recovery:
for all i € N do
report ,[i] + L; proposal [i] « L; coord_esty[i] + L
repeat forever
send RECOVERED to all

Figure 6: Solving Consensus without Stable Storage using ¢&
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Definition 7 We say that p isin round r at time ¢ if p does not crash by time ¢ and the value of variable 7,
attimet isr. A process p starts round » when p sets variable , to r in line 7. Process p reaches the end of
round r if p completes the execution of the loop in lines 7-17 in round 7.

Definition 8 We say that p k-reports v if it sets report,[k] to v inline 12 in round k. Smilarly, we say that p
k-proposes v if it sets proposal,[k] to v inline 14.

Definition 9 We say that p completes the collection of k-reports if it returns from the invocation of
collect(REPORT) and sets RV, [k] to the return value in line 13 in round k. Smilarly, we say that p com-
pletes the collection of k-proposals if it returns fromthe invocation of collect(PROPOSAL) and sets PV}, [k] to
thereturn valuein line 15 in round k.

Lemma 32 (Uniform Validity) If a process decides v then some process previously proposed v.

Proof. A simple but tedious induction shows that the variable v, of any process p is always set to some value
that was previously proposed by some process. Moreover, clearly the decision value is the value of variable
v, Of some process p at some time. O

Lemma 33 For any processes p and ¢ that complete the collection of k-reports RV, [k] N RV 4[k] # 0.

Proof. For any process p that completes the collection of k-reports, p invokes collect(REPORT) and returns
from this invocation. During this invocation, consider the time when p executes line 24 for the last time, and
at thistime let:

e s, bethe value of seq,;
e P, bethe subset of processes from which p has received (k, s, ¥, REPORT);

e R, thevalueof set R,,.

Clearly, to show that RV, [k] N RV ,[k] # 0, it is sufficient to show that B, N P, # (. We first claim
that (1) processes in R, crash before p starts sending (k, s,, REPORT, REQUEST) to any process in round &
(line 22). Indeed, when p executes line 24 for the last time during its invocation of collect(REPORT) in round
k, we havethat R, = R, (by the definition of R,) and R, = PrevR,, (by the condition in line 24). Therefore,
PrevR, = R,. All processes in PrevR, crash before p starts sending (k, s,, REPORT, REQUEST), and o the
claim follows.

Notethat (2) | P,| > ny, + 1 (thisis dueto the guard in line 23). Wenow show that BN R, = (. Letp’ € R,,.
By the previous claim, p/ crashes before p starts sending (%, s,, REPORT, REQUEST). This happens before
any process sends (k, s, *, REPORT) to p. So p’ crashes before any process sends (k, s, *, REPORT) tO p.
Since after a process crashes (and recovers) it does not send REPORT messages, it follows that ¢ P,. Thus,
P,NR,=0.

So, |P, U R,| = |P,| + |R,|. By the threshold in line 23, we have | 5,| > max(ny, + 1,n — np — |R,|), and
thus (3) | P, U Rp| > n — ny,.

By the same argument, we have (4) | F,| > np + 1 and (5) |P, U Ry| > n — ny,

Now suppose, in order to obtain acontradiction, that £,n P, = 0. By (3) and (4), wehave P,N(P,UR,,) # 0.
Since P,NP, = (), wehave P,NR, # . Letp’ € P,NR,,. Clearly, ¢ startssending (k, s,, REPORT, REQUEST)
to processes before p/ receives such a message, which happens before i sends a message of the form (k, s,
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%, REPORT) t0 ¢ (p’ sends such message because ¢y € P,), which happens before p/ crashes (since after a
process crashes and recovers, it does not send REPORT messages), which happens before p starts sending (%,
sp, REPORT, REQUEST) to processes (this follows from the fact that / € R, and Claim (1)). From all this, we
conclude that g starts sending (%, s;, REPORT, REQUEST) before p starts sending (%, s,, REPORT, REQUEST).

By (2) and (5), we have B, N (P, U R,) # 0. By an argument analogous to the one above, we can conclude
that p starts sending (&, s,, REPORT, REQUEST) before ¢ starts sending (k, s;, REPORT, REQUEST). Thisisa
contradiction. Hence, we conclude that B, N P, # 0. O

Lemma 34 If p and ¢ k-propose v # A and «/ # \, respectively, then v = /.

Proof. If p k-proposes v # A, then p sets proposal,,[k] to v inline 14. Thus RV (k] = {v}. Similarly we

have RV k] = {v'}. By Lemma33, RV ,[k] N RV ,[k] # (. Therefore, v = v'. O

Lemma 35 If p completes the collection of k-proposals, then PV,,[k] contains at most one value different
from \.

Proof. In order to obtain a contradiction, suppose that thisis not true, i.e., thereexist v # Aand ¢ # A
such that v # o' and v,v' € PV ,[k]. Every valuein PV (k] is k-proposed by some process, so there exist
processes g and ¢ that k-propose v and v/, respectively. By Lemma 34, v = v/ — a contradiction. O

Lemma 36 For any processes p and ¢ that complete the collection of k-proposals, PV,[k] N PV (k] # 0.

Proof. Thisproof issimilar to the proof of Lemma 33. |

Lemma 37 If in round & some process p decides v, then all processes ¢ that reach the end of round & set
variable v, to v inline 16. Moreover, if ¢ decides «/ inround k then v = ¢/.

Proof. Sinceinround k p decidesv, thenv # Aand PV,,[k] = {v}. For every process q that reaches the end
of round %, ¢ completes the collection of k-proposals, and thus by Lemma 36, v € PV, [k]|. By Lemma35, v
istheonly valuein PV k] different from ), so ¢ setsvariable v, to v inline 16. Moreover, sincev € PV [k],
if ¢ decides v’ thenv = /. O

Lemma 38 If all processes p that reach the end of round % set variable y, to v in line 16, then all processes
that (k + 1)-report a value (k + 1)-report v.

Proof. Thisis clear from the fact that every value (k + 1)-reported is the value of variable v, at the end of
round & for some process p. O

Lemma 39 If all processes that k-report a value k-report the same value v, then all processes p that reach
the end of round £ set variable v, to v in line 16 and decide v.

Proof. First note that processes cannot k-report A, because no process p can set its variable  to A at any
time. If al processes that k-report avalue k-report the same value v, then for al processes p that complete the
collection of k-reports, RV, [k] = {v}. Thusall processes that k-propose a value k-propose the same value
v. Therefore, for al processes p that complete the collection of k-proposals, PV, [k] = {v}. Sincev # A,
all processes p that reach the end of round % set variable v, to v in line 16 and decide v. 0

Lemma 40 (Uniform Agreement) No two processes decide differently.
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Proof. Suppose process p decides v in round k and process g decides « in round &’. We show that v = ¢/.

Assume without loss of generdlity that &k < ¥. If k = &/, then v' = v by Lemma 37. Now suppose k& < k.
By Lemma 37, all processes p/ that reach the end of round % set variable v, to v in line 16. By Lemma 38,
all processes that (k + 1)-report avalue (k + 1)-report v. By Lemma 39, all processes p that reach the end
of round £ + 1 set variable v,y to v in line 16 and decide v. By repeatedly applying Lemmata 38 and 39, we
conclude that all processes that reach the end of round ¥ decide v. Since ¢ reaches the end of round ¥/, it
decides v inround ¥, and sov = v'. O

Henceforth assume that at most n;, processes are bad, more than n;, processes are always up, and links satisfy
the Per-Message Fair Loss property.

Lemma 41 If an always-up process p starts a round k, then eventually it k-reports a value.

Proof. In order to obtain a contradiction, suppose that p never k-reports any value. Then p loops forever
in lines 9-10 in round k. Let ¢ be the coordinator of round k. If ¢ is a bad process, then according to the
Monotonicity and Completeness property of ©&., either eventually p permanently suspects ¢ or the epoch
number of ¢ at p is nondecreasing and unbounded. Thus eventually the guard in line 10 is true and p does
not loop forever in lines 9-10. So c isagood process. Process p sends (k, v,, SUGGESTION) to c infinitely

often (line 9). By the Per-Message Fair Loss property, ¢ receives this message from p infinitely often. Since
c isagood process, there is atime ¢ after which ¢ does not crash. After time ¢, every time c receives (k, v,

SUGGESTION) from p, ¢ sends the same message (k, w, ESTIMATE) to p. S0 ¢ sends (k, w, ESTIMATE) to p
infinitely often. By the Per-Message Fair Loss property, p eventually receives this message. Therefore, p does
not loop forever in lines 9-10 — a contradiction. O

Lemma 42 If all always-up processes k-report a value, then eventually they all k-propose a value.

Proof. In order to obtain an contradiction, suppose that all always-up processes k-report a value, but
there is an always-up process p that never k-proposes any value. So p never returns from the invocation
of collect(REPORT) in round k. Process p loops forever either in lines 2024 or 22-23. Since set R, isfinite
and p never removes any process from R, eventually condition R, = PrevR, inlines 24 is aways true.

Therefore, p loops forever in lines 22-23. Thus for some value s,, p sends (k, s,,, REPORT, REQUEST) to all

processes infinitely often.

For every always-up process ¢, by the Per-Message Fair Loss property, g receives (k, s,, REPORT, REQUEST)
from p infinitely often. Since ¢ k-reports a value, there is atime ¢ after which report, [k] = w for some
w # L. So after timet, every time ¢ receives (k, s,, REPORT, REQUEST) from p, ¢ sends (k, s,, w, REPORT)
to p (line 32). Thus ¢ sends (k, s,, w, REPORT) to p infinitely often. By the Per-Message Fair Loss property,
eventualy p receives (k, s,, w, REPORT) from ¢. Therefore eventually p receives messages of the form
(k, sp, *, REPORT) from all always-up processes. Since more than r;, processes are always up, eventualy p
receives messages of the form (k, s,, *, REPORT) from at least n;, + 1 processes.

For every eventually-up process ¢, it is clear that eventually p receives a RECOVERED message from ¢, since
after ¢'s last recovery ¢ sends RECOVERED messages to all processes infinitely often. Therefore, eventually
R, contains all eventually-up processes. Since there are at most n, bad processes, eventually the number of
always-up processesisat least n — n, — | R, |. Therefore eventually p receives messages of the form (k;, s, *,

REPORT) from at least n — n, — |R,| processes.

Hence, eventually p receives messages of the form (k, s,, *, REPORT) from max(n, + 1,n — ny — |R,|)
processes, so the guard in line 23 is true. Therefore process p does not loop forever in lines 22-23 — a
contradiction. O



Lemma 43 If all always-up processes k-propose a value then eventually they all reach the end of round k.

Proof. Similar to the proof of Lemma42. |

Coroallary 44 If all always-up processes propose, then for every & € {1,2,3,...}, eventually they all reach
the end of round k.

Proof. If al aways-up processes propose, they all start round 1. Lemmata 41, 42 and 43 show that if all
aways-up processes start around r then eventually they all reach the end of round r; thus, they al start round
r + 1. The proof follows by induction. O

Lemma45 Thereexists around & such that all processes that k-report a value k-report the same value.

Proof. Choose atime T such that (1) all processes that are not always-up have crashed at least once by time
T, (2) al good processes remain up forever after time T°, and (3) for some good process ¢, for every good
process g, after time 7', g permanently trusts ¢ and the epoch number of ¢ at g stops changing (we can find
such process ¢ by the Accuracy property of <&.). Choose around k such that no process starts round & by
time T', and c is the coordinator of round k.

Let p be a process that k-reports a value. Then p eventually exits the loop in lines 9-10. Moreover, by
definition of k, p starts round k after time T'. Only always-up processes can start a round after time T,
because all other processes crashed at least once by time 7' and, after they crash, they never start any round.
Thus, p is an always-up process, and so in round k, p never suspects ¢ and the epoch number of ¢ at p never
increases. Thus, p can only exit the loop in lines 9-10 by receiving (k,w, ESTIMATE) from ¢, for some
w # L. Since p eventually exits thisloop, it receives (k,w, ESTIMATE) from c. Therefore, thereisatime at
which coord_est.[k] = w. Note that ¢ never receives any message of the form (k, x, SUGGESTION) by time
T, because no process starts round & by time 7. Therefore, the value of coord_ est.[k] is L before or at time
T. Thus, ¢ sets coord_est.[k] to w after time 7. Since ¢ does not crash after time 7", once ¢ sets coord. est,[k]

to w, it never changes this variable again. Thisimpliesthat every process that k-reports avalue receives (k, w,
ESTIMATE) from ¢, and then k-reports w. O

Lemma 46 If all always-up processes propose a value then they all eventually decide.

Proof. Suppose that all always-up processes propose avalue. By Lemma 45, there exists around & such that
al processes that k-report a value k-report the same value. By Corollary 44, al always-up processes reach
the end of round k. By Lemma 39, all always-up processes decide in round k. O

Proof of Theorem 31. Immediate from Lemmata 32, 40, and 46. O

We now explain how to remove the two limitations that we mentioned at the beginning of this section. The
first one is that the algorithm in Fig. 6 does not guarantee that eventually-up processes decide; moreover
processes never stop executing rounds. To fix these problems, we modify the algorithm as follows. Once a
process p decides, it stops executing the algorithm. Then, every time that p receives any message it replies
with the decision value. When a process receives the decision value, it decides. With this modification, al
good processes decide and all processes eventually stop executing rounds.

The second limitation is that the algorithm does not work with the Fair Loss property of Section 2.5. Wefirst
explain why, and then we modify the algorithm to fix this problem.

There are two types of messages in the algorithm: active messages, i.e., those that are actively sent by pro-
cesses (SUGGESTION, REQUEST and RECOVERED messages), and passive messages, which are sent in re-
sponse to an active message (ESTIMATE, REPORT, PROPOSAL and “decide” messages). In the algorithm, a
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process p proceeds by sending an active message to other processes, until it gets responses; then p sends a
different active message, and so on. The problem arises when p repeatedly sends an active message to ¢, while
q repeatedly sends another active message to p. Every time p receives the active message from ¢, p replies
with a passive message, and vice-versa. Thus, p repeatedly sends both an active and a passive message to ¢,
and vice-versa. With the Fair Loss property, it is possible that all the active messages are received and al the
passive ones are lost. Thus, p and ¢ never receive areply from each other.

To fix this problem, we modify the algorithm as follows. For all p and ¢, process p now keeps a copy of the
last message of each type (active or passive) that it wants to send to ¢. Every time p sends an active or passive
message to ¢ in the original algorithm, in the modified algorithm it actually sends a tuple consisting of both
the last active and the last passive messages to g. When ¢ receives such atuple, it processes both components
separately (asif ¢ had received both messages separately in the original agorithm). With this madification,
the algorithm will work with the Fair Loss property.

From the above, we have:

Theorem 47 Assume that at most n; processes are bad and more than ry, processes are always up. Uniform
consensus can be solved without stable storage using ¢&..

B Implementation of ¢S, and ¢S in Partially Synchronous Systems

We show how to implement ¢S, and S in the models of partia synchrony of [5, 3] (extended to systems
with crashes and recoveries). [5] considers two models of partia synchrony. Roughly speaking, the first
model, denoted M here, stipulates that in every execution there are bounds on process speeds and on message
transmission times, but these bounds are not known. In the second model, denoted M,, these bounds are
known, but they hold only after some unknown time (called GST for Global Stabilization Time). [3] definesa
weaker model of partial synchrony, denoted Ms, in which bounds exist but they are not known and they hold
only after some unknown GST. In M; links do not lose messages, and in My and M3 links can only lose
messages sent before the GST. Note that every system that conforms to M; or M, also conforms to Ms.

All the above models assume that process crashes are permanent. A natural extension of Mg to systems
with crashes and recoveries, which we also denote Mj, is as follows: after some (unknown) GST, all the
good processes are up forever, and there are bounds on process speeds and on message transmission times. In
particular, all the messages sent to good processes after the GST, including those sent by unstable processes,
are received within the (unknown) bound. Messages sent to bad processes may be lost. Henceforth, M;

denotes this extended model.

Figure 7 shows an implementation of ¢S, (and aso of ©S.) in Mj3. The agorithm is similar to one given
in [3]. To measure elapsed time, each process p maintains a loca clock, say, by counting the number of
steps that it takes. After each recovery, each process p first sends an I-RECOVERED message to all processes;
then it periodically sends an 1-AM-ALIVE message. If p does not receive an I-AM-ALIVE message from some
process g for A, [g] time units on its clock, p removes ¢ from its list of trusted processes. When p receives
I-AM-ALIVE from some process ¢, it checksif it currently suspects ¢. If so, p knows that its previous time-out
on ¢ was premature and so p adds ¢ to its list of trusted processes and increases its time-out period 4,[q].

When p receives I-RECOVERED from some process g, it increments the epoch number of ¢. Note that this
implementation does not use any stable storage.

Following [3], it is easy to see that when this algorithm is executed in Mg, there is atime after which every
good process trusts every good process and suspects every eventually-down process. It is also easy to see
that at every good process, eventualy the epoch numbers are nondecreasing (this occurs after the process
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For process p:
Initialization and upon recovery:
Dyp.trustlist « II; trustlist, « I1
for all ¢ € T do Dy.epoch|q] < 0; epoch,[q] < 0; Aplg] «+ default time-out interval
send I-RECOVERED to all processes
repeat forever
send I-AM-ALIVE to al processes
for all ¢ € I do
if ¢ € trustlist, and p did not receive 1-AM-ALIVE from ¢ during thelast A, [g] ticks of p’s clock then
trustlist, «— trustlisty \ {q} {suspect ¢}
Dy.trustlist «— trustlist, {update the failure detector output}
for all ¢ € D,.trustlist do Dy.epoch[q] < epoch,,[q]
upon receive I-AM-ALIVE from ¢ do
if ¢ & trustlist, then
trustlist, «— trustlist, U {q} {trust ¢}
Aplg] — Aplg] + 1 {increase timeout}
upon receive I-RECOVERED from ¢ do
epoch,,[q] < epoch,[q] + 1
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Figure 7: Implementing ¢S, and ¢S, in M3

stops crashing). Moreover, good processes send I-RECOVERED messages only a finite number of times, so
that the epoch numbers of each good process at every good process eventually stop changing. It remains to
show that for every unstable process v and every good process g, either eventualy g permanently suspects
u Or u's epoch number at ¢ is unbounded. Indeed, if ¢ does not permanently suspect u, then it trusts u
infinitely often; in this case, g receives I-AM-ALIVE messages from w infinitely often. So u sends 1-AM-
ALIVE messages to g infinitely often. Note that after each recovery, u always sends I-RECOVERED message
before sending 1-AM-ALIVE messages. Therefore, u sends I-RECOVERED messages infinitely often. Thus,
g receives |-RECOVERED messages from w infinitely often and so g increments «’s epoch number infinitely
often.

Hence we have:

Theorem 48 In any partially synchronous system that conforms to M, the algorithm in Fig. 7 guarantees
that (1) at every good process, eventually the epoch numbers are nondecreasing, (2) for every bad process b
and every good process g, either eventually g permanently suspects b or b’s epoch number at ¢ is unbounded,
and (3) for every good process g, eventually g is permanently trusted by every good process, and ¢’'s epoch
number at every good process stops changing.

Corollary 49 In any partially synchronous system that conforms to A%, the algorithm in Fig. 7 implements
oS, and OS..

Note that the algorithm does not implement ¢S, in M3. This is because an unstable process u resets its
timeouts to a default value infinitely often, and if this value is smaller than the (unknown) bound on message
delays, then u may suspect every processinfinitely often — aviolation of the strong accuracy property of ¢§.
In Section 10, however, we show how to transform any implementation of ¢& into ¢S, (this transformation
does not rely on partial synchrony assumptions).
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C Proof of Theorem 22

Theorem 22 The algorithm of Fig. 4 satisfies the Uniform Validity and Uniform Agreement properties of
uniform consensus. If a majority of processes are good then it also satisfies the Termination property.

The proof follows.

Definition 10 We say that p isin round r at time ¢ if the value of variable 7, in stable storage at time ¢ is
r. A process p starts round ~ when p stores r as the value of 7, for the first time in line 12. We say that p
updates estimate,, t0 est when p stores est asthe value of estimate, (inline 25 or 39). Smilarly, we say that
p updates ts,, to t when p stores ¢ as the value of ¢s, (in line 25 or 39).

Lemma 50 (Uniform Validity) If a process decides v then some process previously proposed v.

Proof. Trivid. O

Lemma51 A process can update estimate, and ts, at most once in each round.

Proof. Let r be around and p be a process. In round r, if p is the coordinator of round r then p can only
update estimate, and ts, in line 25; else, p can only update estimate, and ts, in line 39. When p updates
estimate, and ts,, it updates ts, to r. After it does so, it can not execute lines 25 and 39 in round r again
(even if it crashes and later recovers) because of the guard in lines 16 and 33, respectively. O

Lemma 52 Let ¢ be the coordinator of some round r. (1) in round r, if ¢ starts Phase NEWESTIMATE with
estimate. = est, then c updates estimate,. to est; and (2) in some round ' > r, if some process p s-sends
(r', est, r, ESTIMATE) in line 34, then in round r, ¢ updates estimate. to est.

Proof. To prove (1), assume that in round r, ¢ starts Phase NEWESTIMATE with estimate. = est. Clearly,
before ¢ starts Phase NEWESTIMATE, it updates estimate. to some value est’. By Lemma 51, ¢ updates
estimate,. a most once in round r. Therefore est = est’. This shows (1).

To prove (2), assume that in some round 7 > r some process p s-sends (/, est, r, ESTIMATE) in line 34. We
first claim that in round r, p updates estimate, to est. Indeed, since ts,, = r when p executes line 34 in round
', p must have executed line 24 or 38 in round r to set ts, to r, and then stored ¢s,, inline 25 or 39 in round 7.
Let est’ bethe value of estimate,, that p storesin line 25 or 39 in round . We need to show that es? = est.
Indeed, it is clear that when p executes line 34 in round #, the values of estimate, and ts,, in stable storage
are est and r, respectively (this is because every time p changes estimate, or ts,, it stores its new value in
stable storage — see lines 25 and 39). Moreover, from the structure of the algorithm, the value of ¢s, in stable
storage is nondecreasing, so that after p stores ts, in round r, its value in stable storage does not change until
round ’. Note that estimate, and ts, are aways updated together. So after p stores estimate, in round r,
the value of estimate, in stable storage aso does not change until round 7. So est’ = est, and this shows
the claim.

Now there are two cases. If p = ¢ (i.e, p is the coordinator of round ), then part (2) follows immediately
from the claim. If p # ¢, then p does not execute line 25 in round r, and so by the claim p stores est as the
value of estimate, in line 39 in round . Thus p must have received (r, est, NEWESTIMATE) from c, which
implies that ¢ must have s-sent this message to p in line 27 in round r. By part (1), ¢ updates estimate. to
est inround r. O

Lemma 53 Suppose that the coordinator ¢ of round r s-sends (est, DECIDE) in line 30. In every round
r’ > r, if the coordinator ¢ updates estimate. to some value est’ then est = est’.
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Proof. We prove this lemma by induction on the round number 7. For the base case (' = r), note that if ¢
s-sends (est, DECIDE) in line 30, then ¢ starts Phase NEWESTIMATE with estimate. = est. The base case
now follows directly from Lemmata 51 and 52 (1).

Now assume that the lemma holds for all v/, r < ' < k. Let ¢’ be the coordinator of round k. We show that
the lemma holds for v = k.

Suppose that in round &, ¢ updates estimate. to some value est’. Since ¢ is the coordinator of round &,
this update can only happen in line 25. Then ¢ received messages of the form (k, x, x, ESTIMATE) from
[(n+1)/2] processesin the wait statement in line 18. Since c executesline 30 in round r, ¢ receives (r, ACK)
from [(n + 1)/2] processes. Thus, there is some process p such that (1) in round r, c receives (r, ACK) from
p, and (2) inround &, for some est” and ts”, ¢’ receives (k, est”, ts”, ESTIMATE) from p in the wait statement
inline 18. By (1), p s-sends (r, ACK) to c inround r. By (2), p s-sends (k, est”, ts”, ESTIMATE) to ¢ in

round k. Before doing that, p starts round k. After p starts round k, p never starts around lower than k. This
implies that p s-sends (k, est”, ts”, ESTIMATE) to ¢ in round k after p s-sends (r, ACK) to ¢ in round 7.

Before s-sending (r, ACK) to ¢ in round r, p updates ts,, to  (line 25 or 39). Since the value of ts,, in stable
storage is non-decreasing, we must have ts’ > r. It is easy to see that no process ever s-sends a message
of the form (k, x, ts, ESTIMATE) with ts > k. So, the value ¢ that ¢ selectsin line 20 in round & is such that
r <t < k. Let q be the process whose estimate value est’ is selected in line 22 in round k. Then in round
k, g s-sends (k, est’, t, ESTIMATE). By Lemma 52 (2), the coordinator ¢’ of round ¢ updated estimate. to

est’. By the induction hypothesis, we have est’ = est. O

Lemma 54 If processes ¢ and ¢ s-send (est, DECIDE) and (est’, DECIDE) in line 30 in rounds r and 7,
respectively, then est = est’.

Proof. Assume without loss of generality that +/ > r. Since line 30 is executed only by the coordinator, ¢ and
¢ are the coordinators of rounds r and 1/, respectively. Since ¢ s-sends (est’, DECIDE) in line 30 in round
r’, ¢ starts Phase NEWESTIMATE With estimate., = est’. By Lemma52 (1), ¢ updates estimate. to est’.
By Lemma53, est = est’. O

Lemma 55 (Uniform Agreement) No two processes decide differently.

Proof. Suppose that processes p and ¢/ decide on values est and est/, respectively. Process p decides est
in line 53 after receiving message (est, DECIDE). By a simple induction, some process must have s-sent
message (est, DECIDE) in line 30. Similarly, process ¢/ decides est’ in line 53, and so some process must
have s-sent message (est’, DECIDE) in line 30. By Lemma 54, est = est'. O

Lemmab56 A process can start only finitely many rounds.

Proof. In order to obtain a contradiction, suppose that there are processes that start infinitely many rounds.
Let P be the set of all such processes. Clearly, P contains only good or unstable processes. For any process
p € P andany round » > 1, p eventually starts around higher than r. Let r;' be the lowest round higher than
r that p starts and let ;" be the highest round lower than or equal to r that p starts. Then1 <7 <r < r;'.

By the Strong Accuracy property of ¢S, we can find atime T' and a good process K such that after 7', K
is never suspected by any good or unstable process and the epoch number of K at every good or unstable
process stops changing.

Let » be around such that (1) K is the coordinator of round r, and (2) no process in II \ P starts a round
higher than r, and (3) for every p € P, p starts round 7, after time 7". Such round clearly exists because
processesin I \ P start only finitely many rounds and processes in P start infinitely many rounds.

39



Let p be the first process to start around higher than r. By (2), p € P and by the definition of »~ and r;, P
selects round r;7 when it executes line 49 in round ;. Thisimpliesthat v, = r: indeed, if r,” < r then p
does not select round r; in line 49; instead, it selects a round number that is at most  since (@) p trusts the
coordinator K of round r (by (3) and the definitions of T' and K'), and (b) p does not receive any messages of
around higher than r (since p is the first process to start around higher than r). So» = r. By (3), p starts
round r after time 7. By (1) and the definition of T" and K, while p isin round r, condition K € d.trustlist
in line 44 evaluates to true and condition (K ¢ d.trustlist or d.epoch|K] < d'.epoch|[K]) in line 46 always
evaluates to false. Since p startsaround higher than r, it does not loop forever in lines 45-46. So p eventually
receives amessage of around higher than » whilein round r. This contradicts the fact that p isthefirst process
to start around higher than r. O

Definition 11 We say that a good process p blocks in round r if p starts round » but p does not start a higher
round, and p never decides.

Lemma 57 If a good process p blocks in round r, then in this round its skip. round task loops forever in
lines 45-46.

Proof. Clearly, while process p isinround r, itstask skip. round must loop forever in lines 4546 or in line 48
(otherwise p starts around higher than r). By the Strong Accuracy property of ¢§,, p eventualy trusts some
process forever and so p cannot loop forever in line 48. Therefore p loops forever in lines 45-46. O

Definition 12 We say that an eventually-up process stabilizes at time ¢t if it recovers at time ¢ and does not
crash afterwards. By convention, we say that an always-up process stabilizes at time 0.

Lemma 58 Suppose a good process p proposes but never decides. If p receives a message of round r after p
stabilizes, then eventually p starts some round 7/ > r.

Proof. In order to obtain a contradiction, suppose that p never starts any round 7 > r. Since p proposes, p
starts some round (namely, round 1). Since p does not decide, p blocks in some round /# < r. By Lemma57,
whilein round r”, the skip_round task of p loops forever in lines 45-46. Since p receives a message of round
r after p stabilizes, p eventually exits the loop in lines 45-46. Thisis a contradiction. O

Lemmab9 Let p and ¢ be two good processes. If (1) p s-sends m to q after p stabilizes, (2) m is the last
message p s-sendsto ¢, and (3) p never decides, then ¢ receives m from p infinitely often.

Proof. By (1), (2) and (3), p sends m to ¢ infinitely often in task retransmit (line 7). By the Fair Loss
property of links, ¢ receives messages from p infinitely often. Note that m is the only message that p sends
to ¢ infinitely often: thisis because (1) in task retransmit, p eventually sends no message different from m
to ¢, and (2) outside task retransmit, p can only send messages of the form (x, DECIDE) (line 56); however,
such messages are never sent since p never decides. Therefore, by the No Creation and Finite Duplication
properties of links, ¢ receivesfrom p only finitely many messages different from m. Since ¢ receives messages
from p infinitely often, it follows that ¢ receives m from p infinitely often. O

Lemma 60 Ifagood process p blocksinaround r, then the coordinator ¢ of thisround isalso a good process.
Moreover, if p # ¢ then ¢ receives messages of round r from p infinitely often.

Proof. Let p by agood process that blocks in round » and let ¢ be the coordinator of round . We now prove
that ¢ isagood process. In order to obtain a contradiction, suppose that ¢ is bad. Since p blocks in round r,
by Lemma57, while in round »” the skip_round task of p loops forever in lines 45-46. By the Completeness
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and Monotonicity properties of ¢S, eventually either p permanently suspects c or ¢'s epoch number at p is
nondecreasing and unbounded. Therefore, p eventually exits the loop in lines 45-46. Thisisa contradiction.
So cisagood process.

Now, assume p # c. After p stabilizes, it s-sends a message to ¢ for the last timein round r, either in line 34
orinline41. By Lemmab9, c receives this message from p infinitely often. O

Lemma 61 Let p and ¢ be good processes. If p decides and p receives non-DECIDE messages from ¢ infinitely
often, then eventually ¢ decides.

Proof. After p decides, every time p receives a non-DECIDE message from ¢, p sends a DECIDE message to g
(line 56). Therefore p sends DECIDE messages to ¢ infinitely often. Moreover, thisisthe only message that p
sends to ¢ infinitely often (since after p decides, it terminates all tasks). Thisimplies that ¢ receives DECIDE
messages from p infinitely often. Thus, eventually ¢ decides. O

Lemma 62 Suppose all good processes propose. |f some good process decides then eventually all good
processes decide.

Proof. In order to obtain a contradiction, suppose that every good process proposes and some good process p
decides, but there is some good process ¢ that never decides. Let (Q be the set of good processes that do not
decide. By Lemma 56, for every q € @, g can start only finitely many rounds. Since g proposes, ¢ blocks in
someround ry. Let r = max{r, | ¢ € Q}, and let ¢ € () be aprocess that blocks in round 7.

e Case 1: ¢ isthe coordinator of round r. Process g never decides, so in round r either g waits forever
at line 18 or at line 28 (otherwise ¢ s-sends a DECIDE message to itself in line 30 and then decides in
line 53). Before g waits forever, it s-sends anon-DECIDE message to p (line 17 or 27). By Lemma 59,
p receives this message infinitely often. By Lemma 61, ¢ eventually decides. This contradicts the fact
that ¢ € Q.

e Case 2: ¢ is not the coordinator of round r. Let ¢ # ¢ be the coordinator of round . By Lemma 60,
c isagood process and ¢ receives messages of round r from ¢ infinitely often. If ¢ decides, then by
Lemma 61, ¢q eventually decides too and this contradicts the fact that ¢ € Q). So ¢ never decides. By
Lemma 58, eventually ¢ startsaround v/ > r. Since ¢ € Q, by the definition of r, we have that v/ < r.
Thus ' = r and so ¢ blocksin round r. By Case 1, ¢ eventually decides — a contradiction. O

Lemma 63 Suppose there is a majority of good processes. |If every good process proposes a value, then
eventually some good process decides.

Proof. Inorder to obtain acontradiction, suppose that no good process decides. By Lemma56, each good pro-
cess p can start only finitely many rounds. Since p proposes, p blocks in some round #,. Let r = max{r, | p
isgood} and let p be agood process that blocks in round .

e Case 1. pisthe coordinator of round r. Process p never decides, so in round r either p waits forever at
line 18 or at line 28.

e Casel.l: p waitsforever at line 18

We claim that for every good process ¢, p eventualy receives (r, estimate,, ts,, ESTIMATE) from ¢
after p stabilizes. Then by the assumption that there is a majority of good processes, p does not wait
forever at line 18 — a contradiction.

To show the claim, note that since p waits forever at line 18 of round r, we have ts, # r. Thus, p never
updates ¢s,, to r, and so p never updates estimate, in round r. By Lemma52 (1), p never starts Phase
NEWESTIMATE. SO p never s-sends NEWESTIMATE messages in round r.
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e Case1.1.1: ¢ = p. Since ts, # r, inround r, after p stabilizes and forks task participant, p s-sends
(r, estimate,, ts,, ESTIMATE) toitself (line 34). Thus p receives this message after it stabilizes.

e Case1.1.2: g # p. Before p waits forever at line 18, it s-sends (r, NEWROUND) to ¢ (line 17) after
p stabilizes, and this is the last message p s-sends to ¢q. By Lemma 59, ¢ eventually receives (r,
NEWROUND) after ¢ stabilizes. By Lemma 58, ¢ eventualy starts around +/ > r. By the definition
of r, we have that " < r. Thusr’ = r and so0 ¢ starts round . In round r, we have that ts, # r
(otherwise, ¢ sets ts,, to r in line 39, which implies that ¢ received a NEWESTIMATE message from p
— contradicting the fact that p never s-sends NEWESTIMATE messages). Then ¢ s-sends message (r,
estimatey, tsq, ESTIMATE) to p (line 34). Process ¢ waits forever in line 35 since p never s-sends a
NEWESTIMATE message to g. Therefore (r, estimatey, tsq, ESTIMATE) is the last message ¢ s-sends
to p. By Lemma59, p eventually receives (r, estimate,, ts,, ESTIMATE) from g after p stabilizes.

This concludes the proof of the claim.

e Case 1.2 p waitsforever at line 28

We claim that for every good process ¢, p eventually receives (r, ACK) from ¢ after p stabilizes. Then
by the assumption that there is a majority of good processes, p does not wait forever at line 28 — a
contradiction.

We now show the claim.

e Casel.2.1: ¢ = p. Before p waitsforever at line 28, it s-sendsaNEWESTIMATE message to itself (and
it does so after p stabilizes). Thus p receives this message from itself. Soin task participant, p finishes
Phase ESTIMATE and s-sends (r, ACK) to itself. Therefore p receives this message from itself after it
stabilizes.

e Case1.2.2: q # p. Before p waits forever at line 28, it s-sends (r, estimate,, NEWESTIMATE) t0 ¢
and thisis the last message p s-sendsto ¢q. By Lemma 59, ¢ eventualy receives this message from p
after ¢ stabilizes. By Lemma 58, ¢ eventualy starts around + > r. By the definition of r, we have
r’ < r.Thusr’ = r and so ¢q blocks in round r. In round r, after ¢ stabilizes and forks task participant,
g finishes Phase ESTIMATE (Since g receives a NEWESTIMATE message from p) and s-sends message
(r, ACK) to p in Phase AcK. Thisis the last message ¢ s-sends to p, since ¢ blocks in round r. By
Lemma 59, p eventually receives (r, ACK) from ¢ after p stabilizes.

This shows the claim.

e Case 2. pisnot the coordinator of round r.

Let ¢ ## p be the coordinator of round r. By Lemma 60, ¢ is agood process and ¢ receives messages of
round r from p infinitely often. By Lemma58, ¢ eventually startsaround »* > r. By the definition of r,
we havethat ¥ < r. Thusr’ = r and so ¢ blocks in round r. In Case 1, we showed that the coordinator
of round r does not block in round » — a contradiction. O

Corollary 64 (Termination) Suppose there isa majority of good processes. If all good processes propose a
value, then they all eventually decide.

Proof. From Lemmata 62 and 63.
Proof of Theorem 22. Immediate from Lemmata 50 and 55, and Corollary 64.
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